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IREXEXRIRFAGR—MN"ER AI'ESER Al', UFPEE. L3 25T, &
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A RS AR BLE, M RINUERE e SRR a+ Al 85 . SKER AR Tl
SRELREE CISO FI—LBIBAAVE AR SIS, FEBNMLEETRT Al BB FRATIERIA
M, 18 Al TERGEENRETE, M Copilot B Agent HUEHIRRATRLNLEMFIAR
BCERISMN. RESE, 0" AIREME" (A AUGURHRIE. Al Agent BELZE
WidsE) FFRFSSREENDINBRIE.

B EEERE, LR Al ZEFHAES

Al for Security AFRE—TSHIRAEX, MHRERS. I, FEWRIMEEHR. BHMN
KIBAR, INERIE, RESSFERFS|IFAHSE, RRSTFEIRESIMATES. SN
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4.2 T4

4.2.1 $&3 515 ) 41
HRIEAV SN ERERNBARSEIAIFEIAEE, Al for Security MiZAIXIZ/9LAT 10 KipRfE
(KR BUEIBRENHR, BR BomR<E RS NERIFEN 10.10 15,
Efr EREEGIER 10.1-10.5 75)

1. GEBMEM (Threat Detection & Response)

EX: FIR AIAIRBIERFARAER BEim~ (EDR) . W42 (NDR) . =

(CWPP/CSPM) . B{p (ITDR) FENMHERRSETARNIBIMIDAL

BAIE: ERALILLE, ST ERBE SR IR EL( TR, TR
RGBSR EGN. WEHHESKEEERE, LIREMUIINRERE (HE. RS,
BUIE) Frl8e

KFI/3: EBFLA CrowdStrike (EDR $iS8) . Darktrace (B33 NDR) .
Vectra AI (NDR Leader) AtZE; EMALL 360 #iFR2. FER. RIEEE. =%
7LEB . REEA EEER 10.10 1,

XHUEIR: BEZP=NERNXEIEREIEINERZE (Precision) SHBEIER
(Recall) . IRIRZ (False Positive Rate) FIFIEE, LAKRESIENATE (MTTD, Mean

Time to Detect)

2. BRIEE (Security Operations, SecOps)
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) .

IZA SRR IEAI AKX ESRERMINBEARES R E. RAG/TAG IE&E
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KR &5: EFRLA Dropzone AL, Microsoft Security Copilot, Google Security

Operations (Chronicle/Gemini) J4FR; EALLFEMR. 360 HFRE. FRIE. BHE
[=. RiBER. SKBEEALEH. BERSIESEE @isRR 10.10 15,

XigElR: 2R OTHEIErEREEAERMER. FYRMNASE (MTTR,

Mean Time to Respond) #EFEIEE, LUK SOC oM LRI EELH.

3. 8iB%& L (Data Security Governance)

EX: T Al BEMIRBISREDE. DEORK. INREREFIHEXE BE=EUE
K. 5. PRSL. DLP. DSPM ZE£45EHA.
%) .
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SRS (XA+BG-ER) . ETTARGHNSE DR, LINREERSS
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N . N Ay
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WHEERER. R (Fuzzing) FEEEW, LARINGE BIERNISIRGS.

KF/@: EFFLAXBOW (BZEiEE) . Horizon3.ai NodeZero, Pentera A{{FE; E
ALKERE:. miEXIR. ST, TR, TEER @sE8R 10.10 15,

KEBIEIR . 1ZA ST LISIRELE oday KIIHE. BENABECE, LIRUK
R (BRARIEIABAIED .

5. B REER L (Software Supply Chain Security)

EX: EFFRMEBRIRA Al Zef3 BENEHEIT. FFRAEHREGN. ATERRE

WAIE. BUHERNERPE DT,

BARYSIE: SARSCHLE, Z37EKITBIE N IEM SRR ILES. Agent Ha&ERIE
SR1E. FHEZEBM SCA (Software Composition Analysis) , LARIKEMIENSE (SBOM)

BRentEFaEN.
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$FRI/3: EBFELA Snyk (AST Leader) . GitHub Advanced Security (Copilot
Autofix) . Semgrep AT, ERLIBERERZE. FxiE (KBEL) . FERBEAARE.

seEAI @ERA 10.10 15,
Xigiain: GEZZSENENXRBEFERETTAEREZE (Bugs per KLOC) TFIE

BE. EERINRPR, URFRMETHNEEARESER

6. BB{EE 2L (Email Security)
EX: T AIENEIEERMYE, BEC I, HEMHEF. BMEHREFIPEEERE

RE,
BRI ZASHISARHEARII TR ALZIEEBEEN. SESEN L4+
Elfg+iEEE) | IREESHERREeE), DUREMPHERSmMSRXE.

KFRIf3: EBRELA Abnormal Security (HB{#{T/ AI) . Proofpoint, Microsoft
Defender for Office 365 A{XFE; EIRLLFEIR. HREBIH/CACTER, HIHZANER. =

BEA BB 10.10 15,
XKEIEIR . 2S00 OISR IEEMEHEEER. RIRE (SIEMH=gLL
) , LA BEC it U/Em=R,
7. £AAANHIZEL (Deepfake Detection & Cognitive Security)
EX: FIA AGREREANS (Deepfake) . ERIER. SRR RIFARRIZA
RS BERILE.
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BRARYHE: FONSTHRE, ZIARKIEEMIITIMNEG (GAN) alll, SES—EHitk
ik, HFKENSRETHR, UREREREERDITEEE.

KR f3: EBFELA Reality Defender, Sensity AI, Pindrop AXFER; BEIRLA=ZEER
¥, BERE. FF A% ZBEAM EERER 10.10 15,

1.

KEEIR: BRIz SR KBISIFEIE Deepfake I/ERSR, RFIR (EXAB
WIRFIAONE) |, LAURIMMAIRY (MNERZISNRIREIEN) .

8. T#/0T &% (Industrial Control / OT Security)

EX: EEIIEHZRSE (ICS/SCADA) . OT WEESZEERR. YIEXWERISIHRR
ALSRENEEMEN. BleSEMET, FREEFUEDSELIEX.

RAHIE: AR ORARBED I INERS/ TR EFFERN, TIilE X ET
(Modbus, IEC 61850, OPC UA ) . OIFEREMEE (BVIER) , LKL Al

HHEIRYE A Z il

KR=E & EFRLA Claroty, Nozomi Networks, Dragos AE;, BRLUESRE. B
2455 KR, ~NBn. AR E (IoT/FEBMER) AR, =EBEN] &ERik

10.10 3,

Kigtetn: BEZZENENIBEEFERTIRENNARERTBER. WHERE!

AR, IRIRE (EF-MERIREEME) | URBTAUSNETERE.

9. =RE5 WAAP (Cloud Security & WAAP)
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EX: ERABFETIIERES Web R, APL, OZIENRI AL REIRGIF, B
55 WAF, Bot ¥, API %%, DDoSBhfHl, LAKEXY LLM RZF3RY Prompt Injection SEUE

HREAIR (WAAP for LLM)

BAKHE: 2SRRI OBRBEN RN A KR E LRI ELZ I SHHHREE. APL{TA
RS SEEBEN. Bot iEXSRERSZ. LINEIR LLM NARRMEREAKERASE
MiFt=,

KR 7. EPFRLA Cloudflare, Akamai, Imperva I{XEFR; ERLEREUSE (WAAP for
LLM) . NETE (2B ALBGIR) . BFERD. Bl IRRNEARE. TZER

RIBERN 10.10 73,

Kigtetn: BEZDEMNENRBIEREE 0day =81, LLM Prompt Injection =%

Bot IRBIEMR, LAKBHFFHES ST,

4

10. Z2HRAREIE (Security Policy Management)

EX: TR AIEIMCER. L. BRI (BEMN. HiaEEsRE. 0
RIESE) RO RESIPSRAEIRECE.

BRI ZARAI ORARBEDFIARIERREMEN, ETISEERIRRE
B, EEERBNSEE, UARRBESHEEHELT,

KR 75: EBFRPA Tufin, AlgoSec, FireMon AXZR; EIRLIEERDI (RIFS) .
REBEARR, BSTaHERD (%155 10.10 BERES) .
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XK 2SS EIERIPREBNARINE, KRN AERIIEREE
F, UKREERIRSHNLZEE M TRIEE.

17U ATRA"EN + ARHE + F & (EM#ER) + XEEin NEER
E 10 KInsEk, KF BUEAIEEXHES, BN BESEN=EshSehE
AEN 10.10 7, B SREEET 10.1-10.5 35, ACEREIANERIREVESIR
(WNEEEA) . WIAERSZEHE (WX/\WE, KESHE) . AlZERE (Security
for AI, %l HiddenLayer, KERHZFTT; FAERNX _EET Security for ALIAR, FRH
4.1.4) =251B9058, B1E 10.10 MEAMIIZRFFIR, AMEATHEA—RHSEFHEEE
X,
4.2.2 A ST

MBRPRBEFUMERTTTTVE, AL for Security AJ XI5/ 3 #3IHETS:

1. Chatbot/Copilot (XHFILENIF) !

EX: UBRESXRENEHEREARTRER. D, RERFES RRIEA.

HENGS  SHHEENBEERMERESR ("ROEHEH ISR TV AIEIZIX
#? ") | HEEE ("XFEEERRMEMERIRER? ) | ARSREEN ("AEER K

AIMF=BRICRILE? )

KFrF=m: KFRMEF=RERE Microsoft Security Copilot, Google Gemini for Security
Operations, SentinelOne Purple AI, CrowdStrike Charlotte AI, Palo Alto Cortex Copilot,

IBM QRadar Al Assistant FEFR=Gn, LAKRERBY 360 (BrainGPT/ZE2 KIEE! Copilot) .

44



RMEMR (Z% GPT Copilot) . FE(S (Q-GPT) . FHER (REME) . REFER (18

) . &R (=R Copilot) . BnR. KMER. BERHR. ABERES,

HWBERIR: %ZSRABETRREREE . BAARSER. RRERTE. BR
HNAIENEALNN, TEEREBTL.

2. Agent EEMR (HEHIT) !

EX: BEETHERAMRARENINEERR TEERMEE. L8, EEFMES.
RINERD X EEBTE AL

HIBNAS . 2SRRI N FIA S EHE Al SOC Analyst (BaEE 100%M9EE, A%
WEFRNEREEHITIRXBEALE) . Al Detection Engineer (TRIBEVINMEHR B VAL
M) , LA Al Threat Hunter (FEHERBERIFFEMIBHEIRS) .

KFrF=m: KFRMEF=GREHE Dropzone Al (AI SOC Analyst) . 7AI, Prophet Security,
Torq (HyperSOC) . CrowdStrike Agentic Security Platform, Microsoft Security Copilot
(Agent t2T(;) . Radiant Security, Simbian, Qevlar Al ZFEF=5, UKRERIFER
(MSS+%2% GPT Agent) . 360 (R2IEEERMTFE) . RS (AISOC) . FHER
(AIDK EREMELR) . SRS (AIXDR) . KRKEZL (XDR+Agent) . BERKE
(M AD) | FERIF. FBERHR. XRMEE. Forkhk. BER. HKamsg. =tIR
. THZE. AERES,

BLEER : SRR OBENIRILA="T0E. —RIRMHE (Tool Orchestration)

e EAEER. B, I8, BUEETER,;, —EAWAE (Closed-Loop Remediation) , SC
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DMENZEIESREREE, =28ibEt (Approval & Audit) , KEFHEFEAR

fit, SHEEAIER.

HWBERR: ZSHMBETRBFEALLR (30-80%) . 488E MTTR, EFit
EARER, BRENETEE SSRGS, PhERE FAIAR.

3. WERIEE (Embedded AI) !

EX: B AlEENBRABE R 2 RATHEERIR, PR, B EE ™~ R/R
883,

BBNAR . IZASHISLELN FIREE EDR PRl ER AL S [ ZELART AR AIRIBIAE
2=, SIEM Bt EEFFIRFIEMRER, LN DLP i sEiR B SRz,

KF=m: KRYE~EEHE CrowdStrike Falcon (PR Charlotte AI) . Darktrace (B%
SIENEMEN) . SentinelOne Singularity (Purple AI J#k) . Palo Alto Cortex (Precision
AI) . Microsoft Defender (PR AI) . Fortinet FortiAl, Check Point ThreatCloud Al Z£[EFR
=, URERRGREIR (EDR/NDR RER Al) | H%(E (RE/XR) . 360 (Binke
RiER) . ZEER (B#E+ERN) . IE%e (XDRRWHER) . BHER (RKERFIW

BR) . EEIRI. TREBH, BaRN. KMER. =FR. BRI,

HBESRER: ZSHNBETERLZRFRIR, BERAME. MELFIE. B
PRIEENIAIET WM, RFMELUZA ALME, Ef i,
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4.2.3 Tz mes

4

5 1

234 Grand View Research, Fortune Business Insights.
g

[ (2025-2030 PO 1

Precedence Research ZEH ¥ 524

1B, 2025 28k Al MERLeTIZeiEL$26-36B, CAGR £ 20-24%., LATIGZE/KRD

NERE (: FHgko AMEEETERENIWEAANNENHESR, IFMWEELR
)

ki 10 mQnopq 123 nopq 2ru
AAf6a/EDd X)($#Y $(%HL 86C
8§k9:-, X0y %%)L «E&AC
XYOE— XY %46+ 4&C
_09:aUdE X&+Y %%o'L 48C
«Zakz9: XU&Y $' (%HL éecC
EiéialipN XE%Y %0'(&HL oC
009:a00 X#HZ@BY %) &9L OxC
9:™MQU-— XH%Y YoR%o+L 48C
st 456758 1 69: (

HUERIE: Grand View Research (2024 E5F$25.4B, CAGR 24.4%, 1ZIHHEE 2025 44

$31.6B) .

(2025, $29.6B, CAGR 18.9%)

. FTTHBRDAETIT

AV EEFIRIEE.

Fortune Business Insights (2025, $34.1B, CAGR 21.7%) . Precedence Research

KERR: NHAEUESITILIEY, SecOps (MERLIEE) EABETEHRILE
R, Agentic AIIRFIRY SOC BIMUANRNFE, RBHSNIURERX, G5B,

{EIAFRIEE

AERNTE

47

RE; INIRL5EBENRK, B/, (BIZIE>30%, Deepfake FHELEL



2030 SFFLE{EIEE . 1R81T 20-24% CAGR E8 5 FHEE, 2030 2Tk Al NEL LT

FHAZS65-105B X[8], HAI1£98858, #8LL 2025 FErTHHMESTING 2.5-3 £EH 3K,

4.3 Al BE /TN B BRE B2 il Ff

ALFARRIS I NAMRZTHREIE R, BB R P il RAVEIIFINEHERIEE. LAT DT Al
MNZERLE~mIEN S8R,
431 Nz a5 B 5 HMEE (SIEM) F] ALK 2 A dnilE 5 miN (Al
Driven SOAR/XDR) !

(&5 SIEM B 1548 SIEM Hlf=KER. —2aZ2il. =®RES (Gartner
FIEE, SOCERWE 11000+F%, H 99%RiRR) | —RFEALRSEREIHED

(SPL. KQLZF) ; =RR=BatImNEES.

Al EIEEE:

BAEEAARESEIE, UM 'RE SPL'Z|"HBRIESIRN"AER, BEZ=ME1E
Microsoft Sentinel + Security Copilot, Google Security Operations + Gemini &, REZE, &

TRERIRT 60-80%, BR(EIAEI ik,

HRREZRRESBMNGIE, N ATEFHA R Al BRhEREFMLTRARF"
Dropzone Al EFRA]EaEE 100%5E, RGSMAREIMEAZE, BERAIRKETHE 30-

90% (BRI rEdE) .
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FE=2BEEMLIERGRHE (SIEM — SOARBEE) , M'ERIRE & "EiEIITAED)
E", Torq HyperSOC 20 EFRETEERXF 90% Tier-1 &2, WEA MTTR MREFEEZS

PR,

MRBEER: NRIORENNERE, SIEM ABR4"RNFES", ma"au+
WiRI+4RHE"BIBES S, SIEM 5 SOAR RUBFHEHRE, AIGENREMEINREERE, HMmEE

4, HEI"AI SOC Analyst" 8 "Agentic SIEM"S&FF=FR3SEY,

432 Nz dwmAE A sk N, (SOAR) 2 Hafk (HyperAutomation) !
&4 SOAR B 154 SOAR FE=AER. —=& Playbook REEZHR, FTELHR
Be, “RMEREE, TERNIRNGE, =2HEF[EPK (12-181MBA R, W

Valvoline Z&f51]) ,
Al EIEIEER:

B7cEB8N4ER Playbook, M"AT4RE YAML/Python"#[["BAESHIATRK, Al

ERTAER". Torq EFFAJTE 48 N\IFAISLEL ROT (€48 SOAR FF 12-18 1 A)

HIRZ Multi-Agent tE, W'"B—T{ER"ER"ZSNEUAL Agent tIME", Torq

HyperSOC 20 JR4ES735 MCP (Model Context Protocol) , 25 Agent [BJR] B12/E,

F=RaISHBIMRSREE, M 552 Playbook #m "IRIBI G EHSLRTEE", ET5&
HEIRACRRLEELZ,

49



WREIEER: N =RIOREMEE, SOAR S Hyperautomation"BUE, Torq
Z HIFASTR'SOAR B, MRHETRIIBERERR, FHIKBARE AR,
S, HIN"Agentic SOAR" B "HyperSOC" &= LA
433 WY AN SR (XDR) 2 ALFAES — 4l (Al-Native Unified
Detection) !

(&4 XDR B 24 XDR HAlf=Kz OBk, —REEHIRRXBRKMA TN, =
BHREWRFEE. Al TIERERE, =—IONBELARNEENFIGEFE.

Al BIEEE:

BRI ERERER, N MG [ Hrm KIERHERIG TS HAISRGIEE

CrowdStrike Charlotte AI, SentinelOne Purple Al &

HXZ Al TIEREFRIFES, NS5 1T BY RE ATREHERIRS HUEEE

", ZZ{HEIFE Palo Alto Networks Al Runtime Security, HiddenLayer AlSec Platform 5,

F=REEMENEE, N\ EEMEREFEURN M Al BFIFIEEL",

Darktrace Enterprise Immune System ({BMVSEERST) RizHEAVEEER,

IWREBER: N-RLREMNHEES, XDR ABRERTF
Endpoint+Network+Email, fI2"IT+OT+oT+AI"HILIEEGR,; MENES T BiERFHTE
R, BEEEFHEEE; Frm3SEE, HIN"Al-Native XDR" 8, "Extended Al Security"ZF

- aasEhl.
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4.3.4 M2/ eg s S s, (EDR/NDR) 2 H E MM ( Autonomous
Response) !

(€4t EDR/NDR B {£4t EDR/NDR IFE=KEm. —=iNREEIEALH
FIFONIRZ; —EXIRFERD (0day) #MEES5E;, =RRZEimmaIthER5E.

Al EIEEE:

BEEBEMMEEND, NERSEE #A"BafRE. 8. [ER". Darktrace
Autonomous Response BJFED 02 BsifERTEAT. EREAISIERIMER. GaMEESCI
KEEE I+ BaTT.

IR ZRHMBEEMEN, N &2 EEILE R T HELGFERN . Vectra AT ZFE
1T (MERARE) |, =R,

F=thEBAE, M B =BhiE A "2MEKGN", CrowdStrike Falcon SEEHE 2 {Z+im MR
HEFMER.

BREBIIER: NRUFREIHRE, EDRNDR N ST "ARKA " BEHHRS
; IWRIEEDRAZURRND, ME LK, ER " B, MamSE, Hil

"Autonomous EDR/NDR"E# = R A,

43.5 \N=FEANFRT &2 &8RS (CNAPP/CSPM) 2| AT BRE ) = %

4 45% (Al-Driven Cloud Security Posture) !
&4 CNAPP/CSPM iR {E4E CNAPP/CSPM [HllG=ABb%. —REERERHAL

WENN, —RRENSTRE RS, =—2IESENATHRT.
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Al EIEEE:

BRERRERSE, N ATEXSHAN M Al FIHIESLHE". Palo Alto

Prisma Cloud FNE% Al Ec B E 2 BIARIZZ,

HRZMIEEDSMFTR, N'CVSS EF&ITo A" EGISS LN RIRIETD".

Tenable Exposure Management # Gartner F#RA"Al RGN R EITGIFT"

F=2EMEEE, N 'ERIEEERIN A" Agent BEIHITIES". Furl (Agent IXFIAY

LRL(EE startup, 2026 FEFERKS10M FiR) 2izAMEALE.

BREBIPER: NTRUFELRIBEES, CNAPP/CSPM N "HEETR"HEKA 54
BRERS", NSBIRIEDSE, MUBRRTE, EEEIHR, HmEEE, BN

—_—

"Agentic Exposure Management" &7~ R Y

4.3.6 FHE 25 HEH (DSPM) 2] ALKE) ) EHE & I 5 /97 (Al-Powered

Data Discovery & Protection) !
{4 DSPM fER: &4t DSPM A=A UER. —EEREIRRAIKEIIENRIAT
MXEE, —RAFRBAFEHNETEPISRMER, =—BRZEHIRRISE—AE

Al BIEEE:

B REREIRES KSR, N KRR LA R NLP {E X IEF SR . ak
5. KERER. BaLFERN] BELIERDESR, BEREHRIETT 30-50%, X

2 60-80%.
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HRZBHIERA—AE, \'B—HEE YT R SIS +ZR", Tenable

DSPM BE(ES IT+=+Al BFE,

B EAERMSEIESR, M\ NS e (REETRIHIRVE RS . RaMs
SCINVEREIREN, SEEIRISSHFEURS .

NRBIEER: N-MmIHREDRE, DSPM N"EIBRI " BRI #iE %L
A", 5SoLp, EUEEFET. BREFRIDFIEM, FmREE, B Al-Driven Data

Security Fabric"&E#r= iz,

4.3.7 FErE il Sl A e

ALBENRIS INFTHR T &5t~ mR Ui AREE 22, HII P LB GiE S

uswvw xyz{|] " 3F—4a {1 CDEF
"<H=H>I3H=H?@3 3—@U>d ohL T-2w! U0 T U10P[0C3.,* ;-
G10P"37.234516782
-2W! |zI9:
HGI'-OPRAT'
€+439:- UU
@Q3H=HAQIH=H#'B@3 | vqea48 ohL TBgTéUU T |!10\D2716S3 >641070/7.
U3/3CDEIY9zaeX’
&'# ¢?9:zl
JUE '9aeaH
1AICCH=H@' C<#=# Y%:iNea ohL  T>9:lj T GAQO.,Q70.G16?RA1Q0
1DCC ) )
e[ Uee>9:16"

53




€i>9:'11>9

teg> @22

@ECH#=#@'C<t#ANAC | Yo'& ohL TXY9:E-U I831A Y6J-U
Et OT _A10CEH88k'
* <'9yz{'fi

0z{

MSERIZIE: marlSiRsIEREEN N oH. —2EIREEEK, AlRR)
GEEErmIEIERNS,; “E2NH8A, £ AISIZaRS T2 MS, ZE28PXE
MalmeF, "N RERPRIREMAA, UERATTYE, KEERZHEENIHEH
SN,

4.4 BN

AERRRTE 7 Al for Security iR = A EZ

—EhiFnRoHE, L"EEFE AIRARAZE8E0 MO HlinE, S2EARR
TFRBMEN, SecOps. HIELE. WX, AALE. BMFLLe. INNLE. RIREE

F 8 AIPEE. 5 Security for ATRIRZEIUE (Al REIRIE) PANRTHITTEE,

T RENEMSE, HHTRI Ao A FEEeE . "ERiE. "BEEEE RS
=%, PRSI EEIR IR,

=EFmEIESE, AlsEHIRISINIEEE SIEM, SOAR, XDR, EDR/NDR,
CNAPP/CSPM. DSPM EBEE~MANAR, UG AEMENZEImE. MEEIZEIEE. A

BREIES.
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EREI"HI$%&!)*&+,- T HER
> BT Al for Security RS H HATHIR EME LS 5 A TELE T

40 REFRIDAER. MNEREFR MNEEE" Z=F IR SRS BRI AR AT

HIEFELZ N RETI3ER] B TR B X B EAT——ALl AB 2N A9 5 |2 IR
A MEATETRR. TEMRAE. SHIHEWMEENRERRKR (Agent) . AERIEMHIX—
BRI RS BRI KRB S SRATE IS, FHERE 2026 FF TAESLB R OB SKE M.
5.1 Pisefiké: NERRGRRER
5.1.1 ER ARG (1980s-1990s) = I BREN "R TFE™

BAYHE: B&O0BE: BeeTRNEWIRIE/Y IF-THEN "JIN 1 aE KRR shaHE
H5|Z,

RFJ|EAR . ZAHCAIRERATERGIE=3S. —2 IDES (Intrusion Detection Expert
System, 1987) , EH SRI International FFAZRIETFMUAINBIENER G, #4070 IDS fUE1H;
R P-BEST (1989) , FATF Unix RANERRS BIMNCEMENSETA,;, =2MR

RnJ3i% BIFINEE (Rule Base) ANHEEES|ZE (Inference Engine) RIEEZEM,

HMBINE: EREZFTELEWENHRENBFERNE=TGR. BicEESRELE,
AR/l Snort (1998 FRMETMNSIE) ;| FORBREAME.A 1SS (Internet Security
Systems, 1994 T3 EFiRERNE) ; SE=2/XIFHREE, 20 Checkpoint FireWall-1

(1994 = EFHNI5|28) .
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BRE: ERAEGHAFENREERRIE. —EUEETE REFEREERS
MNP R AS; —RFENXIKRFE, QBN SR 0day BIHFHE
1, ZRREERS AT TIRRZ L EEME, RN E R R AN RS HE
RETRS5 HELNIRL,

BB : EREZFAEEG=SENEEREEN. BT EEE 7 MR N
ST BRI TRBMEIR (HINE) %R, $= 05N SEFEIERM TR
i
5.1.2 HLER2A2IRFAR (2000s-2015) = HdE BRE A" Se it fEm

BARHIEE: BHHRE (2000-2010) | X—EBARRTEEFERAAR. —2
SERNETRIMER (WS, REER) GREELRT/H RERGEE
2003 £ Symantec HEHEFTFAIIRFESS 12, LAK 2005 £ Arbor Networks §Y DDoS &l
SINTEEES, Z2EREME e, IWHHT 2888 (Naive Bayes) BY/IFREC, 20 2004 &
Gmail #EHET WM HTAORR BB I8, AR 99%,

FALIGIRER (2010-2015) : X—ASHANERF IRARFHHAARSER AL R FE, E AT
PRE. —RimAITADHHZERFEIBUNE R ERL/I EDR #Z2/0, BRBIZZHI8FE 2011 &
CrowdStrike 83, Ef/X#2H "Endpoint Detection and Response" iR I OIRARZTAD AN
82255 A 2013 £F Carbon Black (H VMware Carbon Black) #EHH CB Response, EEF#H7E
1T, —EMBREDHT.U 2013 £ Darktrace 837 IRH "BV RE RS LS ERALY
B IRIIMEITHESL,2014 £ Vectra Networks (P Vectra Al) ¥ AISKEIRY NDR =

=
ARo

57



ZUBARE: NSEIAAZORAREIE=RE, —REEFS) AN (Random
Forest) . XIFMAEN (SVM) . BEREAH ZHETERRGSSE, “BRLHEFEI K-
Means, DBSCAN #FFHRECUFKEETARSE, =BIFETE ATREUHE (101X
4184, APLERREY. MSEREHE) B AXSERI

KRS~ am
NO EFRy/z W& Ujse
YoH#< 75GH<NAaa75/q | ¥ JUJCL+0> %HD'E6  T&HO:

60 wxl > 7 o+ T7i-U58%
*6"00._6175AQ.>A4"6C3 | Juwx1qe./d
u—c¢?
%#$$ 18%I3&+KHMN)%O | g =+ Z[ JUE & NooHSx
-GWHEO  X##U
| %#969
YH$& @MEK,&M)( 2TuJuLce'é Z[ T?ypeo m
¥ N%#%BS$-GW
%#5& IM&P%O#8NM)K 6uBgDq %H$D” _>\A13 § X%
UA!
YotS+ H(), &M#!" o¥)BgTél'— wHUIYY  aUE $%
#oe's b3AD31 HA17C31N.
HEJAWR
%#$+ 1-NMO)( # - JCLOO wx %#$S” YQA4SY3EKLS
X$+UA!
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BRME (HfIREEMRERERE) @ V=RFINAEABEREHE BMNEIRTAZ
OEIRME. —RFE TR FRR e TR MEERIE M ERBUHE IR B INT
F TR APLERRFY. FRABHIES TFEEXR, “RZWEN55 R85 5E80E 0
=AU I E TR RT 581, 2240 Cylance BY Al 5| ZE BRI @IS SRR
FERARMEFFBRRIRN, —2ABREARE, B REEIATE ARFRRRZIE,
SEIRIRAERME SOC AR AIEREEER, MERIN IR REFIFTEAER
A (BRVIES) FBKE (APT. 0day) TRZVIIGE0E, TRESLAIEDL SRR
IEFEITI LA B R RN K, AR 7 35 |ZE iR RIS THY CPU (A RZANIA 20-

30%.

BEREN: HSFINKEE=FENEERTEN., B T $uEIKa" LT "R
MR AR, B EEe T AlIREL ST (CrowdStrike, Darktrace Z) ; 28
= AREEIRIRERE TSN AT S,

5.1.3 IREEZESIRFAL (2015-2020) @ FAE2 ) i RN 2 BEmM

BARSE: &UuEN: MR TR mE RS> (End-to-End Learning)

XERA: REFINRARBRATEGIENR, —2ETHENL (CNN) LA
TR TR, 4018 PE STAEEHEI R EEL A CNN IRBIRERIRASRIE (2016 SRS
A7) . —REEHENE (RNN/LSTM) MNATHEFFISEGN. MERERFOT,
2215190 2017 £ IBM Watson for Cyber Security 5|\ LSTM 2HrEAMEHR; =2 Transformer

F0IR,2017 £F Transformer I8 A&, (BEELZETINAER (FERBTF NLP igbE) ; U2

59



ERIMZE (GAN) AT ETEAERMREIGN,2018 FZEFARICIHRER GAN £
IDS FRIRZ A,

mlbHERE: IR REFZIELRETWHEE TS NKNAL R, —E%ERK
IR 2K REZ I 85%BFTE 95%LALE; “RFIRmBHHEN,a0 2019 5
Abnormal Security 837, EFRER"1T/H Al" (SLRNFREZINMER MLIES) 10l BECIZ
&, =EEMEREENML.UN 2015 £ Recorded Future BlJ37, 58 NLP JIiFEZINEEA
REEMER, WEREZIERRED.0 2019 & Mayhem (ForAllSecure 2F]) BrfS DARPA

Cyber Grand Challenge, (£ FRERF I BIMLIRRIZHE.

EEHER: REFZIFRBACTEF ek IS RS, EFIEHE 2018 £ Microsoft
Azure Security Center 5| A28 I8N HTEDN,LAK 2019 FF AWS GuardDuty FHER, (FHR

BEFEIa LS.

RBRTE (AAEAMKEAER) : FEFI BRI BNEIGEABRIESECRK
AER. —BGEHRADREFIFTE GPUEHINEESUE F/IN mgEliRiE (BRI
BEBRIGRENNARTERE) | —EUBEEEE AWER ML, BR EEINR NE
MEHITFRRELIRE (R, ErTl) | =ZENNERME SR (Adversarial
Examples) KA, 40 2019 FHAFIEFRTEIHNMIAGITEEREHEURE, Mz
2Fs R A REE)|GEIRS TR BRI R WS EF R Z R DB IR &=
= BHAENITE I N RiBUE, [RE B TR R R IR IR RN T
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BREX: REZIFNEE=SENERHEEX. B IR T RERFEIRIAT

M BUR AKRIEBIRT(CAY Transformer ZEMI5ERE; 5=, 88 7 "R A E—k

Z A SSEHRFNTAZIAEA,

5.1.4 JiREEERAS (2018-2022) : ZEMIALZ0R R HEHH A fEm
BARSE: RUIBRE: SLeMEImR (BMBIR. WL, B=XRE) &4
L ENE F B SR THETE,

KA MREERMCAIKERATEGREME. —2 ATT&CKHESR (2018 5
MITRE IEz0A#R) SSWEETARENIIEAN (Tactics) AR (Techniques) BX/IERD
HNFIBREENSENE, —2EMEMEZ (GNN) FATHEGIREHEE. mrgaia

.40 2020 FZRFARIEIHRE GNN /£ APT 2l FRIN A,

FAHE: ATT&CK IRENEIFESREIHR: ATT&CK fEZERN T = AP RolHE. —
ERINMERES U0 Recorded Future, ThreatConnect $F15iIRS ATT&CK fEZEXEL; — 2
SIEM/SOAR 138 %0 2019 £E Splunk #EH ATT&CK N, B EZEME4R] ATT&CK 3

A, ZRABEHFE.A 2020 £ AttackIQ HEHET ATT&CK FIEFAAIIATFE.

HIREERNA: AMREERA L ETURAINAEERRER N SE, ——E XA
537,80 JupiterOne (2018 FEINZ) HERHFANRENE AEIEINES (Gremlin) SN
thill;, —RWEHHEE. A SentinelOne BY Storyline 2K (2019 FHfEH) BafTZGHSEM
ROEISR .
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EIRsEE:: BN SEANREELENERETEREME, —RMEtlF. FBERHX
B ATT&CK HESRRAN R BIRAMENAIN . —2hameE. EeIRFER S

P SRR T AR ENS.

BRI FIREERATFE=AZOBRYE. ——RAMREENAS A TEFRREE
TEEEX BMRENR FREFEELEAS) | —RESEFTEATI&CK TEEE
A ITIME I ZIRE. OT, ToT, Al TAFGRESFFEIR,2025 & ATT&CK Z#itE"Cloud"
F'ICS"5ERE; =RIEIRRENSIR T BRI KR TRE AN MELAR XS B2 A8tk
A

BEEX: MREERNKEE=SENEEREEY. BEELEMMAN R A"
S, BOR AREEEMLRI RAG (IFRIGEER) BEEE,; HE=1E0 7 FIRINEE"
RIME.

5.1.5 RERIEAR (2022-24) + A sl AT AFIE HE "
AT : ChatGPT AIEHE: 2022 £ 11 B 30 H: OpenAl &%h ChatGPT frsaEmk

U AI (Generative AI) FHAKRET,

WRLTIARE: ChatGPT RN RESTWAE T EAME. —AEEREEE
#514,2023 FRHE, Chat GPT # I TAERGIEAMG. TR, L TRIZR,2023 & CrowdsStrike
IRE TR ChatGPT ERANIEBMERESRIEF 30%, B—HHEIHEHETEX,2023
FiE 22l ARERHETXRENZ LT iMEZk L 2023 5 3 B Microsoft K70
Security Copilot (FF GPT-4) ,2023 £ 5 B Google &7 Sec-PaLM (LEERHKIE

) 2023 FE T4 CrowdStrike, Palo Alto. SentinelOne SEFEZKHEH GenAl BEST,
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BEATBIUSR: 1. BAAESIERS R

KR REARTAHBRAES SRR E LHEFIETMES.

HBINE: BRAESERSEMRELSWUSNHEENAFEGE=1AMn. —28A
IE=E1HED. A0 Microsoft Security Copilot AJ#52" 132X 24 NITABHRLELMAYER=iE?
"HE#NEERK KQL &if,SentinelOne Purple Al 3733"Show me all endpoints with critical
vulnerabilities in production"; —REZMIESHHEUN Dropzone Al Bl BELKRIAAE
INERARIENSEMREIRER. BERS. HaMEE il 7 SZHEIh8E;
=RIREBNERY Trellix Wise F] HafERAERSEIERENEL. FTE. &8
FEIEERER, FRREREFSI T IRE B4,

INME: BAESERSER=FEMNE. —2FENEE T IFEREEETRES
i, —REANER ZEENoTHNBMNNSREZES R, =RTIHYREE EAR B3
IEERTIATTRE 10-50% (A& CaEEE) .

2. SESFEIEiFEEED

Rl B RE A MBS R 2155 TR T MES BRIR) 14k,

HBNA: ZESFISTRENELREWHEBENBEERINERE. —2EESR
ANRIER, 20 Google Gemini FERLAMEIR DT, UBEIT. RISUHFEREITER FHE
BRI ATEESIFRAMEGN. SecOps. #HiERE, BENNFZHRER, —& Few-
Shot Learning, AFE/ > ERFABIRNERNFINEZEEY, 4N Microsoft Security Copilot FIfRIEFRF R

IRPRIREE P,
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fE: SESENTHR=FEINME. ——EEGMETFAT MHRBIRTEE
&, —RIREENFEIN IS F AR T ENI%, =RiZUENRT. BRI ARk

ENZRENRTHE R A% R,

3. RSP RHHE

KR KEEEE—ERRREERRE, TRt EiPE,

HBINA: #HRSPEMTEEZT S TSNV REE=17R, —RYEHREHE
i#.400 CrowdStrike Charlotte Al AJHERINEZRI F—S1Ta0,BER N, SEMEECI 7 E
BRZHEE, “2MREDH (RCA) 0 SentinelOne Purple Al FIBIEZRIRE (AN¥18A
[B75T0. PPRIZFTIEIR) ,Palo Alto XSIAM 244t 7 AISKEIAY RCA; =RRIBNMEHRAKEX.20
Recorded Future 58 LLM BEIXEXZIRIGIRE LA R FRIRHI B,

e HEESEEENETR=TENME. —REMOURE N KNEFE "2 EFIR
BE", —RInEmL RERREUERLE TEATEEN S, —RIHNSREER

F.ER mEIERER MTTR ¥ZE 10-50% (a5 CRE80E) .

4. KEERES B

KR NEEAEREIRER. ZEMAR. UMRNEZEES (LIARA) .

HMBINAE: RBEASEMERSREENECE=1 TSGR, —EEaEa%
5%, 80 Microsoft Security Copilot BJ4E Y, KQL &if),Google Security Operations BJ4EAY;, YARA-L

AN, —RAZEEBER.IN Snyk Agent Fix BJBENERGRRIEENISHIER PR,Furl
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(Agentic Remediation startup) BIEaMtHITIRIFIESE; =25 ENHXEAR NIEEIFH

Al Pentester AJERGEIBNNIIA, Bak. SERSEIN 7iwRZIERHE,

E: NBEASEITR=TEME. —RFETWIIEAFFRARBEEENN
13, “REFrEmMER N EREN B BERMT, —ERNBRERSRT. BRI midE

BEnLEMTTAERREER TR 50%,

5. AL IRENRYILBAFER

WG ALREHRIIEFREEZAME="0E. —RETTEFR 2024 FHRIYL
HEEA ChatGPT LB E MEWAITIEBBARIEHE ST, AN Deepfake iEE/ANSHAET
CEOHRiF (BEC2.0) ; —RimEIZIERENML.20 2024 £ ZeroGPT (FEMIZEABXIUTERE
ERERIRE) BT 0day iR, =X AT IEE TS AlUERE LRSS

HUREAR SRig el

BRI : BHfEUIRY Al BENEZERINAERNE, —=2 Al Red Team,Microsoft PyRIT,
HiddenLayer AutoRTAI FET Er]EHaENIE Al RFEZ £, SuperClaw (2026 2 2 BFFR)

MIZEXT Al Agent BILTPAIEZR; — 2 AlizfTHH{RIP, HiddenLayer, Noma Security, Operant

Al SRt ATHREYFN Agent BUIE{THIBATF, Palo Alto Al Runtime Security &P Al T{EfZ,

PG BOAXUSERERIA ALFZEG" AL vs AI'RIFRRITURSS.

KIZBIRMCEIR R ”S (2023-2026)

NO EFRy/z %&z ; uaroa
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1.0Q5 B%&#"-S(&'>1#.% ¥ >IG +19:@A X$+#>.U>l  %ot%RZN

[y a X$%
1.0QX 'O-K#"#B&R #CNM.$%d _ ycL oo: -. |G
9:E-
1:5Q_ D+,0(RR!" -.,J3C7 9:TBCE X9)> C>l  %H%'ZS$

ERr@iHE: BN SEAEERHEZSIMIU M. S ERe
AL EAERS AISOC FamBE, AFREERER T2 GPT". HRIE"QAX-
GPT/AISOC", 360"&EXIREYERERZEAMN". LEEEBK"E, EIAISOC, EEME
W, HELeialE, RinReFHR, F_HNIRHUFaNR ETFEIELR) 8
iEBnk. AR, S8R, ZEREEL 4R, F=HAIHIERMMNER, BEXR
=R, EERIEH 2 5%, BIUEAAHRRZMMNER, SiERark. BERK. KAk
%, MFEY. MELIF. THERE. AERE. ITREHE SR,

RAEHBE: | IO | 2lveal | UREK | AUV A | BRM |

efrTim ma 33— "LBNA MIC | ABCOOO'0%E,| duaYau [\’
mrTX2 j
CEo¥ XY}C D3EF' 2> JUE Bg'U'G “1tulU Ne
HeZ1o "~K  MaLe
M
auo¥ ©lp laa ' Eaa*b2l> | atZ’'—N Overy WL
Oce'fé eP>  NMi-o¥Q
R
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Gl 8- ope— AV ' Haa o¥ES-...> op-Dé&7y N
el 9. T, M-~
aa
cQ@ 0Ooa” ILAC?/01R31bb> | AUEV/W" i *.XZ&'$
-0é&'  ,J3C7d ~87'@*l
o~ OR

TRHHBIE: Al for Security SRR EIHEIE— MG UIBIR B —REREEERRR E—t
BB ERAS BN THHOMS, AEERRAOB O SIATLOR MR M
BATEIAEL, AR,

5.2 FTRREIRARHIRE R : 9T Al Z23E L

RE AIRATEZEWHNATE 20 REEEEIRERAZELAl ZE7 miIiTE
W RINHIGESIER. XEBERAMUERARR ERTIELE,. AHREN. BI&EIRY
ek,
5.2.1 iRIRCRINEL: #ERIR S A BIERA AT RE= A"

R BOFE: RIHOUBER (Recall) MASEIRIRE (False Positive

Rate) LTt FEEIRMRNSRIRESCRAD.

RIS SHEIRER T IRIRERBAIERE, —& Garmer #iE (2023) BF
A SOC BRWE! 11000 LA EHE EHrA 99%9iR#%; —& Ponemon Institute &
(2022) BRI SOC DHTIMERICE 25%BfEMBIRIR, SEEERS (Alert Fatigue) ; =
RER BHE (I60L) RIRRERREEFK AIRWNEERBR (102 BiE
R) .
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=61 HEBFGRRAEAIIESZ MR, insiN 5 E,CrowdStrike BHBARAE EIRR
SHEFIKIFEZISI Charlotte Al A BEXNE., =L E£HMHE.EF CSPM TEN=HER
B TS B — P AT REE HPAEnIELeXiE. ERNEANF EE/ER

ERE{ESE NDR 5,8 HM4 3000 LA EEE,SOC HBME TN, BEEMFER.

BESH: RRFESHORAREEEG=1"75EH. —RRZISS LRI AES ML IR
B RETFHL AR SEE A ARRE RN ERER TN ARIRF A FE
ipa)"; —REREELUEN REDTSSERR ETRSERE FELE T KRN K
SR, ZREGEEXMNKEEBT RIE"IE (Low and Slow) SRITHBIE ISR

WhE R ML {28,

5.2.2 HAE AT Mk S B R : AT RARLEHL"

[IRERIR: BHERAK: SURRKARAIME=TERE. —RinEEUERR TS
(FTHRZ APT. 0day) TRMEBRELFRERASES, —2HRIND EFEETEHE B
FRREEEFRIGEEE, =—EAN Bkt (AEL0E) ExiETRTAERERS

AR (9K BiER) .

FERERM: HERECATERNE=11TEH. —REFHE ATHEEAER
KERFNER)%, —RinEBR ALIRnEFEAFEENRE, —REEEW.REF
IENPSESESLi NGRS G ES S

Fh): HEEGIFEDIRE T EUERE DRI EM. Cylance BUEIREHM (2019)
PARARIERTESERSRE IR REFFHRSRT AN, 25 | 45E0ERER

A, EREASEEEHZFNTIEMER SIS, il R RE FUIARELUE
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B4 BEIKIA 6 MR, W/ EREE LR PaBERIIR =PI ARISESGEH T
TSI EEZHER".

BESH: SETAESRENRNVRARREESE=TEH. —2EMSEREY
2R,GDPR, PIPL FHAFRGISIRESRIIAE. ZEFPEOSIEHNE AR AT LR B
i, —RINENRAR REFAMNEIREE RS S BRE IR EMAAIA$10-8100,APT IX
TRARERR, Hi LEEHN SRS K, =2 BRIV BRZEIEE
A RIERE ) BN BIaE BT R 8iE 867024 YN 5 =,

523 ZAMRETI55: BLA fE g e

[REZRIN . HSERRM: REIZHEENSESRINEZRIRRNE A TFPHE)
ZHREY EREE B EFINREER SR TE, HMEIZAIER NDR R BN TR
R (REER<S%) BEFHGEWEFIRRERMFE 40% (TS Web REBIFIEERE
x) .

BHELERS . (S {LEE IS8R NINTERT B4R L R RYTE) || 4hAd RN R I (B R R [EHERS BUR
P& (Concept Drift) , EARVZ(I2EEEAENTIZEN RIS, REMERI T AEERIIRIRE
ZiB_EFt+ 30-50%,

FHRIENRES: RELXIHERIMESSIH B RE 7 iZ (RN AR & T EE MM
NI IEUEEY, S=HIEN 2020 FARIEF B EEER G RRIIAEF T REREFES

=S,
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RESH: EEZUENBIRARREES =" HE. —2GEEs e EEE
BIRZ S8R D4 ZHRFIHRENE FEFIERUEMKE .id KRR (HZES
o) JLFHELIBE, —RRZHEIREE £S5 ML/DL EEIRZ WG S ERIIERE, RBER
A" REWHIL" TTAEE REEE", —RAREEHEME B3| S8R RK (BURRIEK
B) MBE%3 (Incremental Learning) TEREWHNAEMR.

5.2.4 AIFEREIEAN R . AL )" R A 5T

[IRERM . REAFER: TRBEEAREEARIMERRAER,.SOC ARTEERR Al
MMTAERIT AT MURERERZ R, EONFERITER ALGNREREAL =
HincEaE N BN B EEERE SRS,

HitSSHEY: TREEAEASHFEITSENEE. /M. ErFEansTIEK
ALREANEHA. TR, ZEMIGNKREE GDPR EK"EiLRFAIBEREN" (Right to
Explanation) ,{&4t ML {REELUHEE.

IFRLERAE: THEREAENE = NIRRRRIERAS, SOC ARTEFIMT
Al FEREENEALEFRAE S ALMEXFTIT,

RES: TEREAENRANREEEG=1""1H. —SRESRER FEFZIE

SHEXT L E(CR BN HEIMELRRRE SRaFS  (WIRENARIR) BRRIZIEBELIEW
B, “RAEEES TS BREE (AUARK) ARt EtseE SRR (W
IREHERLR) MHREFEARTIRERE, =M AIBRTAE LIME, SHAP F75A5(NR
HEERERE, AR BRAREE TN AER.
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5.2.5 SKIHE S TERERAS : Gt HkAR

()RR EERES: SCRTESERER AR S AR TS SRR RS

TREUHEIRRERT IS LR B R RIBA TR, Z=AIGNE EDR 7 mlY DL 52X

A 200-500ms fEFREIAT T CPU HRAZIA 30%, M SR FTIERE.

\\\\\

I0T) BRERME. EHUIREFIEEWERE AR TELE~mENEFN

af,ma /Y | JZZ%M*EE%
GPU,FRANIENN 3 1,

SIRER . SB="MIURE=IRIER &R _ LR min R E N EER, EFERFAX

b, E=HINEETEFERXR AIERREEAN BAXEENAE SHRERE.

ERr@aRR (BE08) : BR) mRRIRENE T SErd it SHaERAR EER AR
BB (4 BiRR) AR RIS R oA RSERT E ",

RESH: TS HRERATEIRAREAETEE=1"7H. —2REENZR %
IR, T REENER LRSI AEUERE, TINETe e ERE, GPU BEES; —
RIRBEBRATHZ B, k. RIBERAEL TSN AR, EEERE R T
BE, =&

SERTHEERTE SR S A B MG NESREZR R AL (B S AR HERE, RinitE
GRS NGRS,
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5.2.6 Al H 5224 B 1187 H bl

IEERM: WE: Al BESREIAESHAIE NG NEE B AT
ALGTURREY, 228N 2019 FEAAIERART@IE AEEIG FRINA R I aEd ARGIRS,2020
TSR AN A &= el

{SBIEFEN . £ /NIRRT IS @IT AP EEW AHERERISEL, =Ha
2021 FFAFRIERARNEE T AEATEE W ML 1RE,

qiElRs . FoNURELEERS WEETD)|IGEEFEINEEEA SRR, =06
g0 2018 FHAFIUERARTIEIE RS (E AR ML SRR L.

RaEAN (KRERAHE) @ SENTREIRNEN XEARRERCRIFTIEXG, I
TE BB OMIERRRASRT Al R25HRER, FF190 2023 FHe, K8 E 1BNaEd 2
TGS, Chat GPT SRR Z IR GRT

ERMrEaRR (96 CR) : BRI iR ENERLZ2EEER 8 2K BkHE
WAFTHIEE BERE,. THLE2PRIERIXG,

BESH: AlBESZ2ARFIRAREEEE=1"717H. —& Al RRER=EFMLER
BIWMANNBESR RESTUIGISEMEINE, —&2 Al RefREE WERAARE
RTFBHERA Al ZEMitERSK, =AM XS TR AR SR T sERie S =2
HEINS (B85, API) FERRE.
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527 NA R &R NA K "

[RERIN: $ZEEISIE: AZTHRIRESCHIEREELSEAIRA (HEFES. FTEF
) SREWHEAIR (REMER. BEHRAR) BEXRE Al VEReHNESEATRE
TR

ESE . ATRRIEIESIEEEREFAE. ——RERN Bkin (ECR) 2
TLIRIE ALFD ATFFRBIAREEERE (SxERR) ; 2R TISCyHIMRY"£IkiR
[ 400 5" $iERFIEES KA ZABIIANERTRERT, FESAKFRMNER L
FENLZEW AR BE, EiiKkMUESHEAATXK, EERRIIEZEINAISEES
im A

6. HBARPIRIRT AZHRINLES, K2l BiRis Al 2T ZKE
RS ML BiE RIEE, Bt FFRBIGEAIL. ERREMEFHE
2 Al R BRI FRANEZ 2. T2 TITAE ALTB EHEE.

REISIT: AAHREOBORAREAEES=1"7H., —=EXERRHE.ERMNELR
£TWHRZ ALFR Al TR TiHi%, —RERTRRE A RERERKIPLRER
(BFI+F) ANFEFEHRK, ZRFRERF A ATHERNA SFHize 22Tl
HRRFNIARE.
5.3 KERBIHRHF T gefk: Ak 2N %"

KIESHER! (Large Language Models, LLMs) FI4ERYT Al (Generative AI) BIHIL, A
FRIRAIARRIRM TR AR, EiOsSiET N "SRG R " TARHERE " "
B—{I5"HRE"SESZh".
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530 FAE S R SR AR L
BRT: BN NSRRI REAES R AR E AR (T
%0

HBINA: BAESERSEREREIUERIEEN BEE= 3,

—RBERESEIRM. E550F.S0C DIIFEFS SIEM EIFIES (40 Splunk
SPL. Microsoft KQL, Google YARA-L) , FIJHILREIE, AEESGTNZABARESR
18, Al B4R EIENEA, 40 Microsoft Security Copilot BJ[E]R"Show me all failed login
attempts in the past 24 hours from external IPs"B&I4ERY, KQL &if],Google Gemini for Security
Operations AJfRYE"Create a YARA-L rule to detect ransomware behavior" B a4 AaUIFRT

TEREEIRERIRTT 60-80% ((MAXAEREUE) , IFERBBETTA Tier-2 RIESS.

“REEHRES DK, E575z0H,S0C SHTIMERIFIERLS BE FIMTE AR FEaT
K, KEERGNE Al BRI EE LR AKRAERIRHZEI EZI, 20 Dropzone AIF]
AR This alert is a true positive. Attacker used stolen credentials to access sensitive database.
Recommended action: Isolate the compromised account and initiate forensic investigation."f43
L RMER. BERER. KaN%. EaRk. AERR. SBERMEFEN BXEM TS
LEEINRE, MERBEZESERZTRET 90% (Dropzone AIEFR) , BRI SEUEETRA

TTRITEF 10-50% ([AHLCR) .

=RLZeMRAZE., E5RAH.S0C AREREMBEIR. ATT&CK #E2R, 7R,
FERTES; KRR AN ZEERR, Al NIIRESRHEMEZ. U0 CrowdStrike Charlotte Al

O] [B]M"What is the latest ransomware targeting financial institutions?" Bt =N SRR
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£ XRMER. BERR. Bn%. M. MEtlF. TH8%ke. AR, SBERE.
ZERHEFER B TAREIE. SERENREIARBMN Dt REEEROR, EERT
T ERHIRHL.

INMERT: BRESEMESENTR=EHEENE. —EFEREE DR TIH
LEETH RIS EMAL R, ——IREA LR BVEEMTN ST TEIRK,;
=EMRR TN, R NARE 2/ SR,

532 241558671 — AL Z AN 0
AR Ok XERELEDT)I4E S ERIR, RSB S N2 ES. T

HEIEMES IR,

HBINA: ZISFISTRENEREMHAIEENBEE=T7H.

—REMSEFIRTER. Google Gemini AJTELA MARIEFTETR: BIMERDHT (WX
AIREX 1oC) | fURBEELT CRBURR) RIS RUBSKIERIDER) . BESHT
(RBISFEEN) . MREBR—ERBNSN TR R4,

— /2 Few-Shot Learning (MFEARZEY) , SRS HBERE NI FWEXERH
A (BTEED) EMISERE, XMERBURRFLSEFEER (JUNEUL+4) BIE&E
Nz ELAL A0 Microsoft Security Copilot FI#RIBFFRIR (JURMIE) HRIEEEGNZ
%8.Abnormal Security R91779 Al BIFE/LRAZE IFEFRIEMHBEEN. MREFEIEL
A B A B R ARAR B R R ks N 4% PR R SR AR R
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=ESESEE]. KB (0 GPT-4V, Gemini) SIRMENA, Ef&. {58, BES
ZMETSEIE. A0 Google Gemini AJDHTRIZRIAING (BIR) IIBE (3XA) MRE (=
) ZEFIEIERE R0RY. BaR. TREH, KRREEFEN B 7E
BEOH (XAMNEGNRE) . BREREREBENSNEHRE (WEGD KRN

KoHreR) | BFHOERR (SIESEHIRE) .

MEST: SESENTR=ZTEINME. —EFEEIIGRE TENEMDRRMIRE
HIRFMIEMEEY,; — R REENHT M, Few-Shot BENFBEIAMIREL IFETFL, =2
IRFHZ e T 1R R0IB AR T R R A R AR,

5.3.3 #EHIZ . M "What"2|"Why"Ffl"How"!
BARSEE: %UEEH: AR EE—EN R RSB E IR0, T EE A"
A T

BRI :
TR SRR R S 2 SR A F B R AR AR I A [,

—EREHERSHETEREE. ERASETANFZIESM (W0 MITRE
ATT&CK %) (BRNEERBR, ARESANET RS B oty e It i HERTIN

HEEE., Z/{40 CrowdStrike Charlotte Al BT NNEZ S HERT" Attacker likely

conducting ransomware attack. Next steps: data exfiltration and encryption.",SentinelOne

Storyline il LLM F] B2 ESHRIERME (Fiaiha - RIEF T —~1maBa)— 405
) ERNEERR. SBEMNOII TGRSR, SRERRTMEURE N RINRE"
' ERIEEE" FRERR (BT LT .
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“2RESH (Root Cause Analysis, RCA) , £ T SOC HHTIF LEHHAE
SRR FEREUNREIECR; KERAT Al BEEREEIMREFERERE. =5
40 Palo Alto XSIAM B EHHrEZERE (41" Initial access via phishing email — credential
theft — lateral movement") ,Dropzone Al OSCAR #EZE (Observe — Scope — Context —
Analyze — Resolve) SCHI T EEIt RCA FE ERIGAMLE. FELIF. RBERIEHIH
7 RCABEH, ERE MTTR NRERGEREEID TR, BN BEUEER MTTR B& 10-50%,

MECIFEHNIL 95% (ABCR) .

=ERMERBMXESHE. RS TALRESMERE. FahXE oC (38
tR) . TTP (BARRA) | HEKEEASR,; KMEERART Al B KRS IRISREER TGS
SHFIENL. ZfFIHN Recorded Future {8F LLM EIZIMEER, 3K, IARIERIRENS
WFHREXILESMHTRE APT 4HZ3 Microsoft Security Copilot BEfIKEX Defender HE 5B
BIRERKENERS. HREFERDITIERIET 10 S L ARERRER (EE8SR
IHE) .

U2 ERE. 2OREET AR AEAESHRAREE R R "E

15, Z=HI40 Microsoft Security Copilot X FE M ESZ2M" A HIE RN BUHEIRSTE (U

"This alert is triggered because: 1) External IP attempted login 50 times in 5 minutes (brute force

pattern). 2) IP is listed in threat intelligence as malicious. 3) No prior legitimate access from this

IP.") ERGEAME, MEelF. SERRF0SI 7R EEE. SERERTT SOC A
RS ALRRAYSEE. HEFITSEMER (W0 GDPR AY"HERER") .
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fESt: HESEEREETR=ENE. —REMHENRE N REFHE 2R
BEZiE" IRk, —EINEpi RERRETERGCE TEATZEEAE, =2I88d
(S ATRRRMRT B PXY Al RYEE (B AURILRLA.

5.3.4 RS A s AEEC R AT
AR BOBEh: KERTEREEES. EERA, UMK, KEE,5Cm
MR HEEY B E R T RIS,

HBIRTFR . (URBAER S BaER £ TusAV A N BE RPN,

—EEIMET B4Rk, B3 Microsoft Security Copilot {FEAIE S 441279 KQL &Hif).
Google Security Operations 4EfY;, YARA-L #&UEANI . Splunk Al Assistant 45§, SPL &if], 505R

REARSEINDHREEEIER,

—RIRRIESEBER B Snyk Agent Fix BRIDrimREMIEEIEF1E5Z PR E
GitHub/GitLab, Furl BEM{FUTIRIAMESAIBESIRSE L N EMBEIEENE MRET
BEAREERREIENSNTEENS 1. BT EREE T T USREETRE 50% (9%

L) .

=RiSIENHA A ERL, SIEFELIZF Al Pentester iRIEEIRRFIHEBNERSEN
A, BoLMEBER SR RIZEREBEERN PoC (BESIDIEARR) BREEE

WHBECE A ERRETT 3-5 8.

PR Bt dmHE TR, &5 Torq ABAESHIAMAFIR Al BEI4ERK SOAR T

{Ef (Playbook) . Microsoft Security Copilot B&EN4ERY PowerShell IAHATIOAZME (20
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[REET. EEEE) JERE SOAR HEFHAM 12-18 NA4EFEE 48 /MNTF (Torq B

R) .

MESH: RBEASEIMHER=TEEENME. —RFEE W IR IFFEARD
BEERES, —EIRFrEaitE M e B BEEH T BIESLHANR, =Z2INEIAL,
Ba AR TIIRIENE MTTR W INETZRIEZE D FPLK,

5.3.5 AL RS BB #ria = " Ao A
WEEM: Al PG AgE S

WEMIRY Al RS EEAIME="T0H. —RE T TREEM, B IS BRMEAERFI
Deepfake 1+ T, IEHEERA ChatGPT EREEMEW. FTIEEERAVFIEBRMG,2023 5F
CrowdStrike R &5 27 EF ChatGPT ERAIFIEABMF REZIETT 30%, B BEERER AlE
FRIESASNE 7 CEO H1TVEYR (BEC 2.0) .40 2024 FHEBEAEK Deepfake fISTIFIR
$25M (CNNIRIE) ; —RimEizEEM IEEER LLM SR EIM S
Oday JfgilE, 20 2024 SEEAFTUERR GPT-4 BTBEMCFIRT 1-day IR (CVE &fhfg 24 /NEFA)
=BNHEAR S EE X AR A S HUREAR SR A, 0 2023 SFFAFIERATT IR

NN GO TS T UREL,

BRI : AL FEJIBhEERIIERE

BrtEAY Al BREBENEEARIME="EHE. —=& Al Red Team Bzt TEEFE
Microsoft PyRIT, HiddenLayer AutoRTAI, SuperClaw &, 8Bz Al RFT M AT

ENEN. BUEHEZXEE. U0 SuperClaw (2026 88 2 BFFE) BJETRT Al Agent HUATLIRAT
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I ERTUAE,; 2 ALS{THRIP,] &S HiddenLayer, Noma Security, Operant
Al, Palo Alto AI Runtime Security, BE{RIF AITREY, HEERARSS. Agent BRIV, =AU
HiddenLayer AlSec Platform 2.0 (20255 4 B&fh) B AIE~=2Ea Y. F Al
W, iZ{TRIFGIF, Operant AT MCP Gateway (2025 FHk1h) fRIF MCP MASERE, =
EBEENTE, Al R RIEREE 1T/ STIEERH %R, 40 Darktrace Autonomous
Response SERTF M 417/9 BaIfRMT H &S0 SEMNZERANENETRAE. B
Hix, BEETEND (BELCR) .

PG "Alvs AI'IEERE

ALRFNBFLHP B EMHITRIFESE. B BB EERAB ALGER Al L
PTG B tEE A ATAUFNNARL; EDR SHAARBITFHER M A vs NTEHEE]" A+AL vs A+AT",
BE"ALvs Al'; B=NEKFEEBHERKNELZEEE Al RAENETLALHBET A"
EEE M REE",

5.4 N"BETIRF"EI" TR 2026 FFIE A

2023-2025 £, Al for Security 374200 7 "Be /IR MER . | iR AITHEE
(Chatbot, 15|28, HalMtTR) (BREZRFMWHNIIELE, HA 2026 F.MiHFHAX
SEMBEDEE R B TSR AT Al ABEINAIIhEGER MEEEE ERE.
TR&mHE. HIHEMEENRIEEER (Agent) .

5.4.1 Agentft: MIRIZ 2| T Hguk s Hahib &
AR
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Chatbot B (2023) : IZMERAVZOBENRBAES R B, BIZ AR A I (EER
FETF RN, TS EB T E, BB 2412 B HARY Microsoft Security Copilot #1 Google

Gemini for Security,

Agent BMY (2025-2026) : B ERAVROEEDE N B TRRIN T EIERAINARLE
B, FARNRERENE: —RRAEZENEE. BE. BREFRAN, —2RRE XREH
B AENGERE, —ZRIVTEREATER (838, % T8, L) ; IERERERIC
RERTUERIR AR,

BABYIFEAR . Agent BEH{CRYBRER - MEBLIERZ MUK 7, —=2 Dropzone AIRJ Al SOC
Analyst BEFEFHEE 100%EE. AFERIEEGES; T2 7TAIRY Agentic SOC.EBINIHE
HEe, BRI LA T ZREEEESB6M; =2 Prophet Security B Agentic Al
SOC Platform, 85 Al SOC Analyst, Al Threat Hunter, Al Detection Advisor; PYZ Torq
HyperSOC 20,9 Multi-Agent System,[FR4E373 MCP,ATEHEXIF 90% Tier-1 52, AEER
TBLhEXMER. Rarhk. BERNR. Hak%, Xtk MBtlF. THR2.
AERN. FRREEFCIEXEN (F60R) .

TR%HE (Tool Orchestration) : #EE/): Agent AIARSM TR EMERES.

ERIRXR (ETER mRECR) :

1! TR EREMER. EEEE. RRRE,
2) IMTR: #HE1p, BEFY. EEXE. BITRE.

3.0 METR: QIET R, AXEN (HMF1M) | MARETE.
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4. REETR: TAMUMN, BHHEHAKIERE. HEDEE.
50 BGETR: REAE. MBREFRS. BECUEEA,

FRATEM: TERARISAINEREIE=M75T(. —= Function Calling, KIZEHRF
FARPEEFEARTIENEREL (40 OpenAl Function Calling) ; —& MCP (Model Context
Protocol) [EAF—HITEIERIMNY S Agent tIME,U Torq HyperSOC 20 JRAESTHF
MCP,Operant Al MCP Gateway {#{F MCP N FHZE; =2 API Gateway,Agent i8iJ API &

BEBZ L 6 (SIEM, EDR, PAXIESE) .

Z5l: Dropzone AI Y OSCAR #EZE

1.! Observe (WMEX) : UL "User X accessed sensitive database at 3 AM",

2.! Scope (FBE) : EHAF XAAETA. HIAER, HUEESRE,

3.1 Context (ET3X) : KEXRUIMER (User X IKSEEHIME? ) . WEBE (B
BERWSEKR? )

4. Analyze (53#7) : HEIEFIHT User X ISR WEEZHEIETEL

5. Resolve (B#R) : BT | [BE User XIKES;" GIESMITRIE;# B SOCH

BA$ IREXERITEE.

WR: FERIEM 40 D1F0EZE 3 58 (Dropzone AIETR) [ER BEIEERALL

AT TBE 10-50%,MTTR BE 10-50% ([A&CR) .

BELBRBRSMGE

BEREESR (ETEN Bk AECE) !

&3



o= <= P@<<— E——®
E/I6 <=+ UEDE N..YB @' TDEZ[03 2\]
TN.ACYB
EE3"K UEDE" It ACsDt— Nt | VA
— % \|6YB
E.Qu./T— ACYBPQRC ACbcdo?« N\
O Wa -GNlef
E76g— - _ Mvwga M\ fCz[0s -\ | ./coy
Al *a ] :YB:JE :
Sk

RBSHE=FIINGE . BELERNXEEFIE EEZERRANE,. —2NR&RIVME,Agent
REEPUTTRNE TEHTERIRE (MPREEE. KiFbktE) | “RAVIDEEEHL,
KEaE (WREROWSERS) FALEY, =EIEIRFEEMMETREE (WfE
PREZE. IKENiE) ; MESHEHEITICR Agent KIFFERFHZIE ATER, R

i, BB MBS D REMR I TSR G AT

=6 BFAMNBIIIREEN (BE0R) LT XSEHIRRESLR. 1%/5A Ll
FEIMEE (SFREIHER/ERNE) KENMFEFERHESHERCR IARRRETE

(SERELRIARRL PRIz, S PR &R/ ML,

5.4.2 RAG/TAG + FRFE/ L EZE: M"REUL"RI"REf. BEBIHM

RAG (Retrieval-Augmented Generation) : FiRi&5H

2z B
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BARR: RAGIRAEREE=MZOBR, —ERREEE 68 MERE
(IoC. TTP, WHAR) . TEMRE (ATT&CK, CVE, GHNE) . RWANRE (&
B, WS5ZiE. BYEH) ;| ZRIOERSIZE BEMEIRZE (Embedding-based Search,
B AMETERNE) | XBIRERE (BM2SHHERAE) . REEER (MM
XHER) ; =—REMRILE AMERE TR REREREIE BR L5,

HBIMA: RAGARSWMHENHRENASE=AEME. —ERMERIEE AFRAE
"R TSR TV ARSI ZRIA? " RAG RS RRINMEIRE (S 30 R+ER/MT
A+ EhZRER) BHRARESGEERRIE; RS AR EA SR ER
BERAMEFR 2.0 EK? "RAG ifERRER 2.0 tINES HRIECE X D TR T
RS, =EMBEHENR AR EFERUNSEZERMNELER? " RAG RIEERERD

SET R R E S ERENSEEN.

BRI mESEE (B505) : BRI B RAG SERISSKRER A Z.EX RAGH
EEERERR. HKaks, R, MELIF. ek, T78ke. ABEREk. &
BR. BT H IR ERRA RAGTAG AIRER BEEXMER. ok, B2

Bt rakss, RS, MEEIF. SBEREEL 7R,

BR: RAGHEATR=ZLHERBEDR., —RREDO5R MNITREERZREL FFEARE
RIS ANEAINEG, — 2RI AIREESERI BT (NSFREMER) KRBT EER

gk, =2EEnEE BEMTS5 KR (0"#RE4E MITRE ATT&CK T1566.001...")

TAG (Tool-Augmented Generation) : T E&5g
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LB REHEERIEEE BRI TR (APL #UERE. HESIEE) SREEE
RO &R TR,

5RAGHIRAI: TAG 5 RAG AR OXBIET RAG MFFFSENRE (XA, X8Y) ,
m TAGERmISTE (SER&EE. TaE)

HMBTRXR: TAGEIRNIEFESA=%X, —SEHTE SFERIMER APL (41
Recorded Future, AlienVault OTX) . SIEM Zif) API (%0l Splunk, Microsoft Sentinel) . #
F~EIE API (31 CMDB) ; “RitET R SFENKITFD5IZ (W CVSSitEeR) | IS
TR (41GPG) ; =2HTTER. BiERXIE API (FZ1P) . EDRAPI (fRE=EN) . T

EAZRE API (B3 Jira TH) ,

BRI :

TAG EZ S WERVHEAN REFE=177M. —ELMRIMERER MAFRR" XA
1P #hERIEEAIIS? " TAG 2SR RRAMEIR APIEIEREIER (FE/RIEERE) |
BENEE, 2N MAFRA" XNERIIXEERESD? " TAG FiETEA
CVSS It B Ea R ER M EMXRITFOTINEEN, =2Ba0UIEN A0 Agent iRR"

BB 1P 123.4" TAG FARSIBAING KIS APITEE BB REEREE B,

ERI&SER (9508) : BN BT TAG AEAVSCHREEEHS, BsL TAG K
I AERXMEE. Raflbl. BER. KaNE. SRR, MEtlF. =aFREE
7%,
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BER: TAGRATHR=FHBENR. —RSCAFE RS ENE (ANSRINSERE.
BMRAMEIR) . “RUHUTHEMNEN R T SERAR, =2 EREERTITE
(SNXPEIFDSIZ) EEAIRE BRI,

HRES TRENISSEE

k% FORESTEERFRzEREIE=AME. ——RREWEIER. RiRE.
WEFFREEH AREFFLEN, —REERE ARETIERIIREESIRSA

1&RE, =BT HER ARZEFREFRITE APl A FE—, FEE.

RAR: WRARIEGR="1H. —EEmENBERMEREREE (U
RSSiT5. APIAEY) FIREREBNERH (MINVD, CVEiTH) ; “RARREEE.E
SALHRZIIEMURE (I—ESMeE) LIRRAES (Git EEMIRE) BIRRE, =
ETHEHMSEENFE—RIEZND (W0 MCP) FRAEAEHEIL (Adapter Pattern) Xz

AERIMBILIE.

. FERFHAIFE (BELR) EMAMIHNTEREEEIK IR HFHK
APLATAZFEBFA. . IREREFHITEUIREE SZIF RAG, TAG, SFT#{iE.,

RLARFIMUFE ALK,

543 dHiiaHE: BUR&/ME. ANLIMFEE L. BRE & i
AETHEEMA 2026 FEI?

B HiHaER 2026 FERRT=77EIK1], —2mEEK KR Al Act

(2024 SFiBIT,2026 FFLESLHE) EXREXE Al RFw/aaleEit. aR PE (EtA
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TERIRSEEGTINE) (2023 F) BX AIRSEHERREANST R, JEH, =2
ZFE R AT Agent BIAIR(E (ANRMEDE. IRBEERFEWSS) ,SOC HBAEL Al
RRNEPELREERERRE, —RLE5H.2025 FH5iHE Al Agent IRIBIFEM (A0
ChatGPT Plugin iIRMHFAF#EE) 5/&KiE. Gartner £ 2026 F£2F Agentic Al FESHY

NIFHERHHEARLR.,

PURER/IJME (Principle of Least Privilege)

LB . Agent REEHUTHERSSEEINAIS/ MO ERRENE.

SEIE: SURS/IMERISEIINHEERE=NEE. —2A8B5E,Al SOC Analyst J8E
&=, DT, ERGENTABEHITEIEL /PR, Al Remediation Agent BJHTRKIEZIES (A0
NTZREE) (BARBEEMIZOECE, Al Policy Manager A 4 Al SRBSIR I BAREEIE R AR
MR, —EaFAREIENX Agent FIARRITESY IR (MNRBEHA "EiRREENER APL,
AREER MPRETE API") ;| =RaNSAPRIEHET ETEESEN (AN LFRGE vs IFT
TRRSIE), FFARIMR vs £7°0MR)  FRATEEREBERS RN FEBREEN IR,

=61 FARNBSENRES (BELCR) ETSEEEESCIMAIENPRES], LI
PR &/ IMA B LEBAURAE

AHBE®EH#E (Human-in-the-Loop)

ZLBE . SXEERA LR XM ET BaiT.

RpESER (EFEIeEEY) -
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/3 —°] @ E-——® >V,

-/ MI'mZEn 2B\] NCYB bcdod« -G*D
t—'00Eo0

Yo_ S MI'mZAET; e\ Wef Z[éiwp03'S
aqEo6=r-

i-7 ...MIkmAp a"vt\] Z[U>e0'stX
Y'uW56™Q

HHLRE

1! Agent RSB AREXPE RS,

2. EXBEENE: BT,

3. BXBGENE: HEXEHIERK (B IMIRES) .
4.0 ATERiL: B -HUT BB -ICRIRRA AR,

ERIr@skiE (AE0R) @ BRI AEATNREISERNLERER ISR, KiE
SFRHRIR BEEXMER. Rarik. BERR. HaWs. LRk, B85k,
MFRD. NELIF. BERE. AERER. SRR, NHRREHE 25, 2HEKICRNT
AEEXMER. BERR. BHaMs. EXeRE. 8nk. MELIF. ekl G
Bl BRI, TRBH. ZERBF 113,

BER: AUDREHTER=7EHER. —RFRRBRENE A TIEXESXRINE, —
RRTHEEEZFPAE " XBRREAFH", —BRRESHER HELREX" AXEE R

IRETEHIT (Auditability)
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L BAR . Agent RUFTEIRRINGIMELITTIEN. AR, AIRERE,

HitE: BETSEHSROMOEE, —RBAFELICR Agent FWHBAN (&
Z. BE. AFRE) ; ZRRKREITICREEE (W AEHENTR") MERNT
BE52% ("EmaAEMER APLESE 1P=1.234") ; =ZRHEHEITICREMNENEIT
RIZIE (AN"HEEIP 1.2.3.4") MHATER (BEZ/RBIBERER) | HERIRFEIICRA
THUER (BYELNERR) MaERIR (W0 #EREE") .

BRI : FitEASHRALIERE=1"EE0. —RATRAERKAEEHEE (JSON
B0 E3riER. AP ID, AgentID, FREL. 2% ERFER, —EXHuE (I
%) SSHEITESEANKRGE HIRATER, =R RIR S E T BEa L aidiEg,
SZHFEIY Agent BURERIIFE,

=6 MELIFRFITEEN (BELCR) LT B FRIRITRIRIESSEE, Z55SEM
THAME (SHEMY/FEITERERTE) , XENMFRFEHFERKCR, EMlE

BIEATLITHT TR 30-50%. MTTR HE#RIT 50%., CEFAARFIEFEIL 50%,

BR: BFYFEITTR=SEEENR. —2HR5EH, HIRE T RIEEA ST
(ATEEIR vs ATKIR) | —REMEX BELEN " FHEITHER (NERTIAYELT
BK) ;. =BRSSO TR ETRA Agent BI55R (MIPLRFEERATIER) M

TLERRE,
RIBIESR: MBIARZIER

BRAE: QIERIBRAEEENIRES. SRR, FitATSE (WRIFmR) .
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iR RIEERIAERSRA= MRUTE. —& Al (ERBER IR S (&
A AL BRERT] EXESXRIEBE, NSRS EV ALRBEIRREIREIREA
THEENH (0 AISPERTIREIATIEN) | —REHHE SFEHEE AURRRE (F

R IRRER) SFHEENREE (REFERE) .

HAR: REERNEAREERE= T UABSHH. —& ALIREZRA,H CISO.
555, WSRERAERAREHENE ATNAE (NBIERERRR) ; =2 AICHEE.R
RINE ALRFRIN T, EPRME. RN =REIISER S SOC BIAERE AURKRIZ

15,152 |\ SEIERE Al BIBEN SR,

B Gartner EINAY ALGIRIESR (2025) WEMIMROER, —= AL KRG ITE
ALRFRINESER (RFE) ;. —RAXKGEEER SN AlAEARGEE, =2&H
BER ALRRWSINCIERE, PURIRISEHLE) B ALBRRISRETE.

5.5 KBNS

REIBH T Al for Security NEZRARFEIAREIRT( LAY 40 RETEIIE I 7 BIAR
IR 7 ER (RIRE. $UERE. 2. IR, ST, AIBBRE. A
AREER) BB T AHRBITRAY 5 AR (BAAESIEMR. SI5680. HRPE. %
B, BBa#Erel) FHEREINTT 2026 Fiip ge R 2" TR ROX BT,

LR AESTTER 7 U TR MRODEE.

—RRATEIHEE SRR EMERR R A0B OB (B3 \HTHOP, At
AREIB BRI BT EU AR A I B R
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—RIREMAAZ 2026 FEB HIHAERE T AL SEENUER"" Al SERIZRR" 2R
KMNEIKE BRI FHE B R NI B TRIRT SR, MBENZ G ERRUIAR R,

=& Agent (LRITI S ERE R AARATEFH T3 [0, SR D HIETRIT 2026—2028 FF
Al/Agent BEFITE SOC BUBERBREIRTT (WAE#HSIARI"SOC Al Agent JBIFEZRR 2025
5%, 2028 £ 70%" B F BRIRZ AT ATHZIGRIRIAHAL, MREUEATEES
%) ; {8 Agent UARREBRY" B MEEERRINTERANHIHSENRS TE.

PURANDEZISERR EDF) 2028 F,ATRIHENIR 1EEMIFENAT" (Gartner
M) APREAME. AHVDEIERL. BEATETHESEIRE ATRIKHE.

FEMBSWINE ST 7 (Microsoft, Google, Palo Alto &) IBEREHRESR, BITKX
Rk NEBES]; T 7 (Dropzone Al 7AI, Abnormal Security &) EREEHM517
2T Agent (WHGFRERES; BN/ BIEELRHMN R m Az 2l HEas - Bois#k, LR

B (FBERER. MELF. Bx%E) EESETmFases.

RERE (2027-2030) : FRKJLEF Al for Security WA EEEMUNEEESR,

—72 Agentic Al B/ItRED.El 2027 £, Agent BEFIHGHEIT Chatbot B AERA(THE

(Gartner ) .

T2 Multi-Agent HEE K, B — Agent JEHAZ Agent tIMEZRSE (40 SOC Analyst fl

Threat Hunter fJ[] Detection Engineer t}ET{E) .

=R Al EREREW AL Act (BRE]) . NIST AIRMF (EE) FEMUHER TR

F—RURIENE.
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PUZ Al vs Al SHRES BT EEFIA ALMNELZEHN "EEEXI T FER.
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FANEIWSER GBS, K. HA

6.1 EEIKF)

Al TEBEM B ZEIMIAIREIERK, SEESEWNINEINER. RIEERHIZEHT
FERHTR BlRERE, FITRBIH AKX OIREE.
6.1.1 %295 57 (Alert Fatigue) 5 SOC R

HERBORAZEEK SOC H\ &Rk —. ERREEIEER, INnZ2=%

el (66 ZREART 50 RIER) BEEEZ"FINEFRA Al ZERNEERRN.
EIFRZRBIBEIE :

MEFREERE, AlRREREAZNELHRBANIGIE. —2 Dropzone Al FIZF
Z0, ENBELTWNRIWIREES (Indiana Farm Bureau Insurance) EB& Al SOC Analyst f§, 3L
Mo RREUESRESE", BRITRTAREREMESE, Z2KIWS|ZE Circle Y284
Bips, EMH"10 5EEE - 8 SRR — 100 £FM4 — 20 £B0FHK + 80 FATL

HRURLIERRIE, HERGZHIX 99%.
EPZRGIEE

BRI AESERESEEEE T BEHE. EeIRRXRmNERERERT1 3
BEFTR, BYEEERSIEL 1005, RHER 95%, HEREE 5%, SESMNISIZEE
tE, 1RHZREFT 30%. FNEEIFHRIFFIESITEN 30%-99%, ERFETEFREERE,

Hop B AR REEE AR F FFIEZRETIX 99%,
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EEESIIRANRREETIES SIEM/XDR RASEREFRSHN, RIREFESAT.
ALBISIT AR, BIEXBFNETIOHEE, BeBsSCI N SEHR 2 el S 1R

o

6.1.2 MTTR &4 75 3K !
{BMF3F Mean Time To Respond (FIIMAATE) HIEFEEXRKHmEY]. WEEHEE
. 7NN (66 RIFARTF 40 ZEER) 4858 MTTR/MTTD"F /9t 3IKENA],

bl

EiaiE (98ICe) -

£7%3 <BB3 AAAU AAjJ K

< g9#L XY9:QRTE

ovew gL AAféa/Eod

€< g9#L 234WPXu

68k &H9#L XY9:0Z/E0

yO,< $H(&HL tB9:-,
ElPFHRFT A6 :

Efr EEBZS N BINEGEEUE T MTTR F45RIBZER. EH,Vectra Al 7E Texas
A&M System FIEPE G RIEEREMN $K " FBREE "o FHEBAS$700 5;

Dropzone Al By OSCAR {EZRNEHRERERIEM 40 DEELEZE 3 580, MTTR BE(E 90%.
AR

MTTR BIBREREEXRH=ARARERE., —EBaME RCA (REDTT) , AIBZY

GBS EE XL, TEREMIBEAIRE, CrowdStrike Charlotte Al, SentinelOne Purple
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Al FFmELLERARY, —2infimiliRaI e, SeIRHRSEI 7 #EO - N A%
EE-RFRNSERREN, R 7 ERER-EFHSIE' NER, =2MEEtetE
B, AlBESEEHSERSEERIN, MIFMKHEHRE Playbook, XILS|ZE Circle, KRAMLEEY
KA T X—HAER,

MTTR RYEGEMIBRAMN, EXRFWSESH, HRFRE, S485E 1 /e
MTTR, B AN TEE$10,000-$50,000 3% (BURTFATADSHAE) .

6.1.3 Bk 4 N\ JjHk 1
Al RiR:

IEEIEER, FHEIHEW (66 EART 35 KIER) 5" ABDRA"FIH AIRA
A/ LIRS,

i (SCYPFENMAMAY SBkERO 400 B "#EEHIES |
wEXTS, FESAFERAIEI.

H&R73 5 AAER]

ERNAZA AR ESCE S

HRIE Briefing IT3FIAERR, ERZEITIAEIGHNAZEER" SERA", MEHEHE
HiEh: —REMRMMEATR, WLTWARRT BE, IRZe AT EFEHI
B, — B AREEGEATRERR, 66 RZPEWPH=02— (21K) BRE

AITIRENEEBASFIAEERE, XA ZEWHIERZEIRYTRA",

AR A TIERO:
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Zf5 2: Dropzone Al fR53 MSSP

CBTS (EEZXLIRSEHE) =BZ Dropzone Al f5, EIE 30-50%5Z&, BHRENEET
BEMEREIIE RS, AT KEIPAIRAIRIR FIRSESER
ANBRORNMUEIRIEER, EE2/kEED

ﬁz

=

Al BB EIMEESEMTIIE (Tier-1
oL, BHENEK. IREEME) |

FERNTEHN\EERESNEREK.
6.1.4 & E 1T H L TR

MEERE: H=52—Fihkik (66 REFH 23 RiER) B"SHHEITEND"FAF
P IRE],

BERIERD D
BEREHRHENNEERINE=1"TTH. —E2FEBRSRERANBERHEX, HI8BS
EEMEX"AHXEIEN" (ERIRRIE RREE Al Act (2026 F2MEISLHE) , EK
BXE Al RFwiiEis Te b FiiFatinis; =2%£E EO 14110, BXFRHAE Al R FEEEH
17 Red Team iz,
Al IRgESHE RIS

s 2: SHRGERELER

ABHIRED, 66 KB, 56 K (£985%) BSCI"AlREAR 867
B=KEs —=2

SERMEES], BEMS
FREMRS (FERK. TH%E) | —EETPENRSE (Gak
%) ; ZREEZRENEHERE (GERIER. EEIRHR)
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SAETHENUEAIREALLRSE, ESLHHFLEESH (Continuous Compliance)
BiER FEHEIT TN SR s+ EHaE1E",
6.1.5 Bz 71 Al Bk AR 24 LAY

MELEITWIERS H—IA KRB -k EiFRIpR4EhE, 2026 £ 2 B, Anthropic LA

Claude Code Security NBIBZL2®H 1A, 14 KfG OpenAl R A7 Codex Security

PR EIKTR Al LR EEFNBALRRENEREZ 2] MmO sSs, XETIWHSE
FHEBER. EFRAmARAEHEEEM: LU HRHR F2ZUMA Enterprise FAF 2T
M, S TIERZeTERIMLEER, BRUEENERET.

X—EHFE IR SOR BT MR . BT, BRI Vi BRAAERAETREE
ERUEASERTWHNZES IS, TEEATERKNEREZIIG, R, BURER
THIBHIREIZUSR AL (CrowdStrike B2 BKIE 8-10%. £IKM% ETF BXIBZY 9%) JERH, ENMER
LB RLel B, BRET AIBERE, £=, BENERNTE BiRE 7 — 1 HrsEE
NERE—ARPAP, KERFFIRIELZEITE Claude Code Security {FAIBREEE
DEXIREE, ERRIEENIEIRRENHZ 20%,

XITHIAERRFENT: AlENBZETERR R T AR, MRTlRHUiR
RAMRAMESR, FK2-3F, UNRLZEFRHEIGREENERED: —2EEAN
FER91E4E SAST/DAST TH; “RUATAENSEURFINEFITRS, =BRFHE
BRE"BAKEER TIEREZRE Know-How FIiLE Al RETH. MESRERLBIRA
R, TRWESRNNEEHREZN &, UBEES Al ELNREPHREIEEFESIEK

=[a,
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6.1.6 AL IR A LT 1 2] 38 20N
Recorded Future {2026 FLZEIRNGIRE) 5 "AIRGAYIEG UL ——AT BIRER

IR, T, SpikA". WEEER AlREEITEREHSER.

W Eim Al RIFAERAR :

WEE ATRNAEEFIE=A 0. —2I9EREMEENR, ATEMEIFIRBRERL
DIERIETT 40% (FEHAER. BEME) | —RREEIWFIA, FELIFRERUINE
=, AT B XTI -IEXE RS Exploit-2 N &ifife;, —RFREMERE, B

I AL &ERY, CEO BSOS HMKIESLRS (HEEEBEATHIRS2500 /7) .

BT & R A -

> "WNRBEER Al RSEENIEER 5 08, MPEESTALSTER 5/\E, Xiaik

FELES. " (FELIFUR)

Gartner Fiilll: | 2026 FJE, F Al XSIPEARESHH Al BFL A EIFABET
2000 2, IX—FWUNNRIT Y Al ZLBHPRY S8R,
6.1.7 E AR IS oA mg (a5 |

BTt E, RIIGHHEREZRERAEEE:

3I—ALE CEE ?@<«<é, WKE®
$=7{ SL.h$#$+i +m'}," « |$=}x~MNO{
z
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V~ne HLh<r$H ‘B? 6 - €—,

f. >lE 9#HL.h;*$+i = m...xé t

{1+~ +&Lh$+i W§'%%o0 ABdeS«

i &'L.h9*$+i +m’}, ' Ee OxTt  =OP\ié7

a7~ &L.h9*$+ 7%0'in,? 074D
KHERER:

MDD GEEGHFILUMBHE=RZORR (BT 66 RiIEHE) . —BEERKS
+MTTR EEE OV (RIS =547 pZnEWRR) , ANROEMEERS
(94  —RENESRAENTERS, BEREGN (W=p22—) , NERKMK
A (A=H) , AIAFERENXE, =ZSERFEIESRE, Asz—Fintlls

"E{TESRE AI"IKS), FOMO (Fear of Missing Out) 113,

6.2 TEEYE FEDHT)

T HZmHES B34k B oz O 354 I
X2 Al for Security {UHEREEASEEE. SHROMINES BOSTRER, 2026—

E#—: M Copilot | Agent

2028 £ Multi-Agent Al fERAHEN SRS EREERA, ERisEEES B
2025 £F 5%—2028 £ 70% " X—RHAHFERRZIAFZEMNRIRELS, 27O EZE
BIZK, FREUEIFEESE,

6.2.1 {HiHIRE: =MEHE

BitEZ 1: Chatbot/Assistant (2023-2024)
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X—ERAMHERBEARESHE. REEM. FHRERAFREmEEEE] Microsoft

Security Copilot, ZBRHYZEHF. EFERRETURMERN ARITIEE.

FYER 2: Copilot (2024-2025)

X—ERAUFER TEREA. BAER. HENRE AR~ EEHE Microsoft Security
Copilot &% KQL &if), CrowdStrike Charlotte Al EMEZR, Bt E—MERROHEET A4
RAHITER S BFALRA.

FYER 3: Agent EHEEE (2025-2026)

X—MERANFHIEEEEHE. TRREE. MHALE. £ agenttME, AFRME~mE
Dropzone Al (OSCARfE28) | XILSIZE Circle, 7AI, SCIAVSSHAETBERITHHITELR

+ERITE.

(S EHREIGIIE

HURTE R Agent BENNERAEREE (66 KIABHEAR) . —H@E, L/\KZiHE
(523R/66 2%) BT Agent FHEEIK; F—AMHE, LEHIE" " Copilot—Agenti&EiHFI/g 2026

FERRALR (48F/66XK) .

6.2.2 EIFRZEH: MER agent Bl multi-agent system

Microsoft Security Copilot Agents (20255 3 B)
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ZrERSE T BESIEKF, MER— Copilot AR AZEA agent tIME, BIERIMIETE
agent (EHERFAEAD) . HHRAL agent (BafEE. . BUE) . SHUCE agent
(FEEnERERE) » 2RISR HE, Agent ZIBRJHEZ R, BXshiEATE,

CrowdStrike Agentic SOC (2025 &EFKZF)

CrowdStrike FEX "Agentic SOC"HEE, HEH T=3L MK agent: —2AENTFRID
agent, B EaIEANAN; ZR2FH M EML agent, BEBDHRTHRITRIRE, =
2RIBMERS agent, ETF MITRE ATT&CK EEZER.

Dropzone Al Multi-Agent System (2026 j&i#)

Dropzone Al WBE— AI SOC Analyst i B ATWAL agent FIBA, BIFERNEWEBE: B
B3&3F (Threat Hunter) . M TFE)H (Detection Engineer) . BXUES#FM (Forensic
Analyst) . EYEMEIRSHTUT (Threat Intel Analyst) | LEHIEZEMIN (Security Data

Architect)

LR . Agent (WAIARRZERS" AZE SOC BIRARIL V53 T "BRESZ" AT agent FEFE", SL

" E#L SOC BIRA"24x7 BEIEE.

6.2.3 ERIZEHI: MENFEISEEEMRITIZ(AR

FREHER =T (NSFGPT) : 20+54K{E Agent 555%

SERMBNZERENGRBER B AIRLIEEEEAFTS, XA SecLLM (B

REAER) +DeepSeck WEEEZRKY, 12T INEEREME. BSRAEEEE IRHHE
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W, ESEN, SREERR. #Z0RE. RREE) . TERSEEE (PRIEmH. R0
W, Al7<24 BEEST. EXEm04ERN. REHSEER) . BREEERE (BERG.
KETSAE, MR, EERIR) . RFEEEE (1R, . ¥, #5 BAE.

MR, RE) . BISPUE agent iiF, FENZRILIT Al 724 HEETHZEDR: &
—EIEN - RGN > HERHSIER (FEIRERIL 98%) —BahEESXEK-EiitEs
FHRATRER-AIIERS. £ 2024 FhRRIETALRN Al IEEN K Z 2N AR &,
FZRENZPESEATHFSEREHRE 2 (18REW) . NEMHRBIFERRSE 4 (16

RKEVF)

BiST 2RIk Al: Al B4 SAST + B4E7S AIST

BRLEEEMW DevSecOps TEM Al REREK, HRIK AIFFAREBETEESR
SAST EH3/9" MEWIEERS +LLM frHEHEH AUR AR ERNE "8 Al [RAZEN, Bl
agent BEIEIE: AICABLSSIRA! agent (BRASZRBIDKERPEFAHE ETFIEEEN) |
Al BIHZEG agent (ETANRENE+HLEREMERTT, —#IFCIRR) . AIEE agent

(BsEREENE, ERZE 0%, EERETE 90%) . BiREER 6000+IRFEIGEDN.
30+JRFRIES, i3 GB/T 34943/34944/34946, GJB-8114, CERT, CWE, OWASP,
MISRA, PCI-DSS EFZEESHITE, IRIREMWFILY 40%+EE 5%LA T, ESIRS
AIST EEEH, SR SAST. SCA. RASP, #REUTR, (LABFIE. LIpAXIHL. BHS
4. SBOM A—E4, HEANIIE Jenkins, GitLab-CI, Gitee, Azure DevOps. Zadig, B

B CUCD ifitkEe, BN ER BRI A TR KL £ EhEMK.

TE(S QAX-GPT + AISOC: HEHIURIREIAILF=L A1 1L
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FL(E QAX-GPT EEREM LR XEE - RamhErBIMER (2023 51,
B 2026 FETHR=RIGET)IZ) , EEZ EXET AISOC BHIEEFE, BARE
BENTEIRAR (NDR) . RZ (EDR) . #h5A (BGEWAN) . KBELEEFESM ., K
B — M ARHEE— Agent HEZR+N MER agent' FIFE—IKR. OBENERE: SEENH
HEEMRE. NAEBGSEEENRE, RRSELSMGE. BRAESEKES

(NL2SQL/NL2KQL) . EifMERIERE, LIRKIESZERIMBIRT O APT BREGRS
WEiEE, HERMETRIEAIEZSHIERER (RGBT ZRESEE. 60 5+
FEAS, 200 B+APT ILESE) | B #URIEME B BN T SRR AR
wWE, ERSEREE BiE

6.2.4 TREHIEENDNILL (REEHE)

“Aj@ ET 13 A 2?03k

<Zlee *#S $9ml )L s AA#]hi0Z<Z

t—- *Eo $$nl <L s fiCeDt—"" * Se0

170 )ynl 9Ls Y%u-™Q'  -G2—PC

bc *Z[ onl &L's -Gbc'03Z[' ™3>,

208 &nl %$ls -22xAY 'NOjz
KRR

NI EZRmHBEENNE TS H=mzER (BT 66 RigEHER) . —EEFEERTE
ENRES (KEH HBZ) , KM RAG/TAG 2EEEH; —EHITETE (8525
B/EGE) ERERRE (LDERA=02—) , RIAEIER Agent AIRGENERR, =2

EEHEREISISE, ASHZHEWERKRENFFFEY, LTHSIRERBICR.
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6.2.5 Agent {LAZOPEER S RIXT

Hhik 1: BURSHIT (BAUKL)

[DEEUERR, 66 RZFEWHDE (10K, 49 15%) B HIRSHITFINTER
B8, FXOX—dkik, WREERA=XNXSE: —EHFRIEIR, EXEEHEEEHMT,
EXREIFEALRMN (Fakgs. KIS RibfatRE, KREDRENEIT, 1B
ERIRETREFMNE (FBEREY) ; —20EERNE, FraRFaEl. Rts (e
BIF. IHREH) .

Hhik 2: TRESHAE

KUW5 BTk

>"01 BRAF i (ARERE—ARATHELRN—RILh™m) £534, APIRE, &
LB ERENER. WU FDE (RTDERELIE)M) HAEGMCER, A=

RIXS75E:

WRFEN=AF RN TEESHAEACHAR: —EHENLT2IRE B
API ({7 EESEA) ; ZE2XFH MCP (Model Context Protocol) tENTEER (KIS

Z. OperantAl) ; =Z2EHEZTHERE (GRBERHXRY T API'RE) .

Pktk 3: 2 agent tIRERE

% agent WEIRIFARMER EEEESE agent [A] EFIUEEE, HRRR. ESOHES. #1539
XEMER, WHRFERAMEHERLTE: —REMFRE, BE agent ARESAK, F
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agent FUTHDES (KIISIZRERESRAER) | “EIMEMNN, EX agent [EHE(SHR

/E (%0 MCP, OpenAl Function Calling) ,

RATLFIRR

Torq E#R"SOAR B%E, Hyperautomation @K', X—ESEWHESRIER—ER
ETF Playbook RIEFSHRHE, 1SHET Agent RIFISHEIERML. ZHROTHIART 2026—

2028 £F Al/Agent BEJITE SOC RUPRIESIEILE H A AMHETIER (12028 £ 70%"FEEMAEFE
RATATHZIERIRIaHAL, (ELRESE) | AMEXRRZENRET, HREMEEISHRIAK

M AR Agent BENRIREF R 3 FRRZHIGHARIZ FIEEES.

B . RAG/TAG + #1RE/ T EFE— MG "2 6E M. BEIB ™M

RAG (Retrieval-Augmented Generation) ] TAG (Tool-Augmented Generation) /%3
Al for Security BUFRECHIAR., [DEEIERR, 66 REBEWHLERERRE RAG (46 K) |,
£975REKA TAG (39R) .

6.2.6 RAG EZ£ 1SRN AETU

FRA [RIE [E]55 :

RAG 1B 12+ TR EGAE, BINPAIIREEEAKRIEREETRE. ——A%RmM
BR, TRIERF query NAMREFIEZBRIAE/ RE, “24EMMER, BIERERS query
iz, MAKREIERESR

ZEIBFRIBFIbN :
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TEFE TR RAG NAEIG=AMF . —Z2MHRREE, RiMER. KRRESH
B, MREFRXNEY, —EZRRE, FEASERE. RiMER. THER. 2

MRS, —ENERE, ReWEEERRE, RRRSSHRA.

HENAGS (B8ICS) :

Jk L B K292 uazcla@ N&Ta
KEIE $oml )L s AA# it g 2W! 4,poy!
opq gMSoéop
$=8A $#nl $L s $=1"q'gatYs E[-fgAA7™
<==E
#$06 <nl 4L s B?Ti07q7q ACeU8; Ay A
i#$
op¥! ynl 9Ls hidZg'mnpo g«-0ZLgalu
6-0pq

EFFZEH: Recorded Future Intelligence Graph

Recorded Future Intelligence Graph BUZ/OEENAIIE="""AHE: —2EIER 524
1 TB REMEUREBES 75HES, “EMREE MR, BM. SoNRLISRERBIEL
&2 Al BRI, =2ttt £ B ZESE FTUNARSRERNEN

APT BRI T—H1T5N).

ERFEA: BERKLRLMIAE
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BEMRNREMREFREE=MOER: —RMRRE REEE/ A8, #4/
. BIMEIR. RRE. REMRNE,; “EBUAR XA, RAG, HU/EE

S, =2EMIE SSIWA T TR T 10-30%,MTTR B2 10-30%,1=77% FF 30-50%,

HaMEZ REIERS

> "HEZIFEIERGYE, BaoThRE. TEMERMEFRtEdE, sSCEL
FER AR RIS E,

BRI R:

AVFRIE RAG R EEBRE=1TR. —RREMRFEMKL, XARSHRR (X
BAHENAE) BFArERR (EERER. KW5I%E) ;| —EHEMiRE, WEERAIRE
HTAFRTREEAUFAERNREN =R (FaMs) | —RHMiREREH, AINEXE
B EaEBETAIR, RIEAIIRE (KLU [ZERIREERTH) .

6.2.7 TAG (TERIGEER) : ik AI"KEFH"

ARG RAG 1E AI'BER" (BETFANREIZER) , BPA TAGE Al'gEf" (BRI EH

17E4E)
TAG 5 Function Calling AKX % :

HEBXEZAT NI EEERE: —=2 Function Calling,iX2 OpenAl HHREYFREHF
RIBE D AL T REREAW NN S, 2 TAG,ELREmE N BA" TEEHTEE+
HiTE"RITEIRE.
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ElFREZEHI: Dropzone AI B OSCAR {E3R

> OSCAR = Observe, Scope, Context, Analyze, Resolve

Ta ~ABN OVa
WM?31B3 NO<Z'xA'® | 2-]> f*%™°LOc
$=
240P3 L.></' -Gzt <720  -GLAA#Y
10C73j7 hi0Zq'6==+2 <736=V &#eel oe’Bg
,CAQS[3 o¥ES-'pe’d &5 >-IE]. lIftv f-o¥
0
E3?20QB3 bc -GZ[0¥sDt— AC*0%u—™Q =EoU—

FERIE: 40 38 — 3 3% (FFE 93%)

EREf: FHRETRIXED

THLZeNT ERMRREIE=1"17H: —=2I R %= SIEM, SOAR, EDR, T
B IM; ZE2BARR TEEFERA MCP 1 AP NER(REHEHHER);, =2RMA

IS RE TSR D KHMNBRENRE .

SRMRT AR LS

SRR T ERAIBEIIAKEN: —2ERX 8EER/GERER, 2T,
HEHEYIRE. MUTA. BUERE, =2MERFTHEN, NETRAR, S

DAV E (R EH/EITHEIR/ERTE).

KUWSIEE Circle TR (Tools)
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> "IRECE FAIM A BERAWSES R, THSEA: REKE, ETRUR. THRERS%E.

fEED. DLPF, frfEt: X ETRANE, X3Z MCP A0 APIARSS. "

MCP (Model Context Protocol) : T EiFHRIFEMIINY

MCP (Model Context Protocol) & Anthropic F 2025 FHEHAI T EiRRBIRETINY.,
K%Y BIEIEFE KIS ZE Circle (JREESZHF) . Operant Al (MCP Gateway) . Torq

HyperSOC 20 %, #UMNMEETH—TEIEAEO, B#E agent FFARMA.

6.2.8 M BE "2 HEEM " TIZFHIFRISSEE M

SR TEARENDS R

-_0u ¥, 00 CD%¢, - ;0%

Mvwgalh\] A %<L 38K ovew' gi= - AOYB =

i *a *Sks €0, <OYil/s Vit\] =:Eo\j =
Ma =ACSk¥!

UeDE : _It—=  *# L ®¥z{'¢p,< %32 - (18gaD

$IM)®s o <; E7 It— HB7i
ZIE

ACYB.'PQRC L dA< T U=,PQRCON

OIM'as CYB7YQRBVt

AGéDEI.. aq... $+L CAV>A < oU=; AGUDE7

YBs ...YB

iRz :
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MNTIEAREN D REGEF T LIS ERRRERR (BT 66 RiEHA) 1 —BHU=
PZ—ipedl (24366 2K) EMFEEAER, WBAKED T BT HENRR iR, 1B
B'BXzE"8RAER —EREMFITESETER, AZHZ T (553/66K) EXR

KRR, RIREXS Al BERFIEESE.

RfESCRe: WaMLERIATRHLE

HEMESE T RENARIE, SR MZOAT: —EXEMEREN, 58
BEEXGREREALRA, —ELWRcR, I8 AURRITRE. TREARBIER. Fitin
287, —EUEERNE), RBFT—EEE, IRERNE, BRXSMLE=NE B
ERERTRE, REEIHIIREAIREE.

EFFtTHF: Palo Alto Networks XSIAM BaJRi {4

Palo Alto Networks XSIAM FERAJ LS TERISL 71Tt , EREIME=ASE: —
2 ALREIRRE ST, SRR G, mEBMTRERSE, —EaitE 4T
BI, ZFELR, FrER{FAEMRIEM AURK, =—EiEREMEN, 35 LidEmm
RREED, FHORITUKSE.

RATLFIRR

RAG/TAG BEN"TIEIN" T A"WNETT", REBRIMZVAREE R RAG/TAG, M
EHMRENRE. TREEFENESE. URIEARNTEN. IPL(UEBE EREN T

BREV G, EARE ST IAFAEEIRY Agent BUYT,
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‘= ZEREENh MR A7/ /e A/ H S B ARG Y il
ZIESEENRBRANRENERSRR, BEREHS TRINBNRLTREBREMER.
[IEHIRER, 66 RZIMEWPFLHIFEHULE 37R) BESESENIINERRNTGTHE.

N~

6.2.9 SIRSERLIGRAVISNE

ERLeNTeEERMBE—EES, BRRNENNLH: —REESSIN TELEAEX
xR, ZERESR IR THE YR, = 2RS4 PE/ELF SE58+17 851,
EHpR S SIS,

ZIRSHSRNE:

ZRSHEEZES TN EETERNE=ATIE. —SERSXEL, Kk
. M4 (BEIR/PDF) . REANIPEE. BEITAGEHH, —EEGENE, SmEE.
BEABITPRSETA, ——RRAB+XERSER THAARER, RSERAEEEN

A,

6.2.10 EIFRRE: RESESEED
Google Gemini for Security Operations

Google Gemini for Security Operations 2"H—R4ESESHNLZE Al S (RMIBEHE.
K19, BGESHEuREE) " HNAGSEE=E: ——NEEIBIHREISEART
A (EZRE) ; ZRHIER PDF AFRAREGIHA, =_2ERNEEE THFS
£ (BUHER) .

Abnormal Security: HMFSIES S
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Abnormal Security FIZOBENEIE=1"7AH: —21T7H8 ALZIENHAFPNEEBEER
NOIAXKAE, BHERE. WOAIIER), —EEARMEZ25S(2025 FFRIG), D HTHRALE
X. MHEERAE). REAGEINEENENGE,; =22MIER 1R Reddit BF &

1R, A MS+Abnormal (iR 6-8 £ EHRE.(E Al HRFETNREREIEMIRA!,

6.2.11 ERRG: StEEEEIRHICE

BREE: ABSUEAI TFHSIRSHS

BERIK Al FRZE P EARLTEFENSHESR—WNE— SR EERE
B —2RE G0HES. EHIEUERE) , 2RISR (SBoM) S5FRA
5, =& AIERISHIRE (RN, MCP/Skills IREBN. AlHMNHENISHER) |
PURAREIENY (BRI, APIHLE. RAMEE) . BIFHR3-304S-SBOM-RERIE S
FIE, BREIRXEARPRNES XBRABEEFERRE. REWMHREAN. XN
WEBERHA. BEMKREMLL. AIRBERESH AROHR, BESTES SAST

(NeEEE NSRS RR HIRRSARA.

TEE: RIMERER + EFESES

—ETEHEARSIES (PE/ELF BSHHEHDREISITA+Y ARA IR EIR) | —&Y
BHMF SRS (IESGENX 4 OCR+Logo MIABINE+RHHIEE) | =2 APT TS

B (RETTEIE-ENHHEE+EMEIR TTPs+HREME) |, 8" NMe— KRN
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PNEIEE agent" BIEESILER S A ERAVINESNES, HEI—ZnImED TR

APT Bf#,

6.2.12 SIRERIEIA P EE S RiXS

Hki% 1: 1RBIBENDER

KIS IET AR ML :

>"88—#BBA: GPT. Claude (SZIRESBEIIRIR)

> 158 28

> SBTHERA: TR

> FRIRRBY . TFia)/DeepSeck 32B (ZHREHENTS, HSEBEMMEEENEREX) "

ERE:

ERE RSN AL EEIERARE: —2X&knEI RBFREERE (55K
662, 83%) , SIESEENZIR, “EIVEUERELSR (BAOXR) , BLUET

GPT/Claude 2R BRI ZHESIEEL,

Hhik 2: EEFRMIESRE

RN IES B REERAIMS. MTEGENE, FEHIT OCR GEFFFHFR
Bl) . W, BERE MTRERNE FEHTHIENT. IIERERE. SEE

B, WTHALE, FEHTOERIT. THFFIRK. RED.
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RIRS753E:

WREERAFMEM SR, —EPEREEE (KWU5(E) |, 8iFFEE (B8
/GPT) GAESZESIEEHISAL, UREHEER (FLEA/MER) RERESREDTT
(WEESHRE) ; M+ KIRBES (Bx%) | BfERIE (IDA Pro,

Wireshark) SERZSMMLIREN, FAARRELTSRIE M IRREMRER DT,

Pkl 3: AR

PAEHRI S E RN IER NS E: —ES SRS, ES/AA token ;EFEITER
SCR(GPT-40 #0381 5KE /Y 170 tokens); —2SCBIRHZRIME LR SREE. H19(X 1000
tokens ;EFE, MELISTE SRS A,

RATLFIRR

SRSENERRMNR B LR M EhEx". FEFERE=: —ZE8EEHH
W, FHREEISIESAE055, AIRIEE! (GPT/Claude) FABMWEPERM, —EMAFHIR,
EF3S Token iHFEEUR, SRSHIENAS, Z2IBSRMHAR, BFEESTNEROE

X, BSABTENERTASTR.

BIKHIE (23 %) . MEEFFRSESERMNF (W Qwen-VL, CogVLM) . #EERL
KT, SESIMN TR TN IRECREN",
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B A WAREHE S AR —EFINIE . 247 o R A SR

XEFEHZMEES. IBHERR, 66 KZHEIUFA=s2— 21R) B
BFRNTAVENERS FIAEERE, 9% 33R) B INEUERFIAER/GNGHE,
EHTLY 86% (572R) ERFAFABHHIERE,

6.2.13 FABCERANRER

HIRENOZ:

MEUERIRRETHIREN IS, TERIE=£5F. —2HSER, Nl
KSR ARE (EERIRRIR) , —BREERE, HIEFEEW (FaibiiRbsE
Bl) ; 2T, HETERETESCLIE,

KIS IETIZIMA0FIH -

> "EBUEAREHMELI 2, B (1-3 ) ML, XEZRSIMEHIKEIEEL
RAFE.

> "Fa[E TOB HiZAYREFE: EEFmIERIL. APIFF, FEHE. IEH. AKX
FEREAIMEERIIDARER. "

6.2.14 Rl vs ARHUIIREIE (Briefing #1HE3JLL)

TU oUun'MM'q YbiIRa aa
Q@ : ; HGI(9Z% !QASDIVP5?. | Al  &%Y U33P233S. | 1LaadA=luv
+Z' U33P233S &%Y WXS
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cieu K$AI>? HGk /s &OAI7 <$#HYC &9E
Es

ure EV2lAA'#«NP ZCAEIl H—s %D@>

Cs

p:2 Y 10S3Cil h—ge! HGKI 1%## | «Cflp
T =s

erT2 I BmViilgrP Oxfl
C's—HEOFs

KIUSIEE Circle B RIE:

KIS |ZE Circle (IBFPRIGEMHE S, T =L SaaSEF, FIETHMN, &
NEDEE (EEXERE/GPT) ;| MTHEUER (hamERR) , SEEERBCKER
BERE L, MRABHET =R, ENGENEKR. PERELESHIERXISIZENT =
I SIAEEREE R ORES. KIS IEGHERES S A=R: BELES (BRI
) EZEAANSIZENE; FHEtESATRIMERT R, SRAREESZER
TImARERY, X—70 BRI FERMEREMAIFE 40-60%, BRSO AIRIRAZIEIE
FEREGENRZR. ETEESHH, XUUSIZERERNRR R MCP iR BZ

— Circle JRAESZFF MCP MY, Fi@IT MCP Gateway 3B =73 raHJ MCP Server, ¥

ESHRHREISERIEE ., ERPRIGENBRESW: =L SaaSERHEES EUETH

M, REBENFTDAE) | IWEUEFERTECKREERELS

EEMERNITIERE, X—FEEHANELE. XEERFERE All AHIGHHERE

1=,
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Rl 2: FHEREE

REEITEM

MESHEDHT, X—RBRORBETIREE. BRARRYT, SBEEENES (F
ARIHEE) |, ERMSRAEEKK SaaS, BRFEUFRAITSR.

RIg 3: PEERRELSREEEE (KLWSIEE Circle)

KIUS|EE Circle RN BEELHESHERE. mihTEATEXEE (WSHmEE
ESAK) . FABHWEREEDNFLIA 32B (BEPRE. RREl) . oERBBIES
PA=HK: BEHESEANSGIE (FEHOEA) | FREEESHEERIMEE (At
H)  SXEEASARAERE (8ERSELR) . BHOFKGE, WK 910B AJLE

1.6 BREE/X,

REEITEM

MESHEDH, X—RBROMBETFERRENA. BERETHR, SHERY
RES. FHRMUESSE, ERMRAKREE. SRR EBERAIZ.

6.2.16 HEEEIEREAR (AEEHE)

~ &N3ae, an TN K
cire i38k'®>9'° —ECOU  U9E -co./EVa@A
NaEE<FB(OR%&3{ »YaYs'Ee < by
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dQ@RO oo <'NX9:' qr50&0 o#(#L 7 | \OSt'$~aaw
OA <O»YsYs' ECoU  &S$HE p
SA <€ <
oo6Q@NC=8q BA <€ < *TE70P +HH(#HL OT>AAT
Uvwx
o6¢—+ iCIOIOX@x SS m531&EoY™ y@<Z;AIUAA
K$#H#R? oS

B R R :

HEIEINE (HaRIEERG)

> "SRAFREAINERA, SN LA HER AR (P R =R . "

PEER CKWSIEFBIRE) -

KIS A IR ERETE/ 0SS F/llZR (post-training) MNEZEEREE, NAFGE
BIFEEERE. BERNE (BERERIIAME) | REZIEENEZRMY, RIF&EE

wiE + TRREHALT.

6.2.17 iREEFERIFRFE: AINZTRITE (A1CC)

KIS IR :

>"AICC (MEHR) | BWEIRINZE ERTE. AT, BFRENT (SR

BEH: Intel/Nvidia) , oW EAEH (KBNS, Trae ERBEE) . "

AICC BIEARRIE:
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AICC RAFEBEFE= UL R, —REIENZE LR, BAESEEREINE, B
Eenim, —RAEHITIME (TEE) , £=in GPU RIRRRE XiEfez+#EE, =245

ZiRE]l, HERERNZRRELY, R EFHNX.

s

AICC FYRBETEARUERNAE: —SRHEIEEN (=iHEARZEX) FIEREEH
(AJFE GPT/Claude) ; —RIERFABUIRENBSR.
Ptk

AICC Hllf=AHkik. —REEIATE, FEBRT/GBETWIAY TEENZEM, —&
THEEIREE, INZE/ARE SEUHEIEIEIRIENN 10-20%; =R msziE, i Intel SGX.

AMD SEV. Nvidia Confidential Computing ZEFEA,

HESHE (1-3F) -

METEHEEE, THiFERHEN=17 R, BHRE, INEHS=HHT, SBEEHRD
; FHIRE, AICCHIBERTEAE (BEoFiTiliciT, BN, FE) ; KHEkK

il

H

| RERFENTIAEEGEEE, RibatRT,
BT 204 AURBLS T (E—— AL . AR, R

W Al RGN RBRE SN AERE, RS AT, 35
SRR, 06 REHRUHFL)\F (555) BREEHEBEL, HLH (6K TN

HEIRICR,
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6.2.18 AL;RIEMI=ASTHE

SZHE 1 UPRERI SR E

PEFRURE (aML) :

/o= FOOY, giva
-7 <Zhi$="0e#$ ACYB70B\i
Yo S Dt—"*0E0 ACYB7EY:$=

i-/ bc -GZ[0¥1"0 au~ E—7\|E6YB
vVi-/ stXY'uwUa pba! 9., Yy «7AléDE

[EEHE: HEHNEIERER

EMASIEZINEVHEREERS (66 RAEHFD) | XENMFEFMAINKSE
(552%, £983%) , SEMEMIICRAVIE (462K) , (NBPICRAYDE (18%K)
FTEHRIRDE (8 K) .

EfFZERI: Microsoft Security Copilot B REIE

Microsoft Security Copilot AR R EIRFRBEIE =117 —EETHEALIEEH
(RBAC) , AERBISHITERRE AUBRNIR, —EFUITIFER, SXIEERFEFE SOCE

B, =BFItAE, A AIRFCRERFE SIEM, ZFFEIEE,

2t 2: ARSI

Tenable Al IRENAGFIZRFITTRERENE (2025 SEFRLY)
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> "LLM IXEIRSRIARRE . MXSFIRERE, EERAtas. WEes. BiMIA
H I BEAAIE L. IFRERR, "

ERIERIRASTIEEEG=M75l. —2R4EHE (Chain of Thought) iR, RF
ATRUHEERITRE (MECIFAREMKICRATEXERE4EEE) | —RTREBERE,
ISR AUFRATHETR. SETHES4L (Dropzone AIRJ OSCARESR) | =ZhRFHE

Hll, IR ALRRERME— ID, SZRFEAZIEMRA (FEREY) .

2t 3: OnEfSRERS

ORERSHRE S

ORERRRGPNEEREEREE, 1R TR, OXTHSBIGTE

MERERSF, IRAIESEIRHREIERWSS. RTESTE.

IEEE: 66 RZIGEIAPIERE (39 R) SO0/ FREMTIHEERE

RIXIEREE (MECS) :

" &N3ae, an TN K
MT=CcQ@#s 158K'ee,<' 10 <#L 3G OPIiQR =Bz$~
¢AY:'y0 < XZ&;A7pgrA &7
g-SUA
32 $<jk CAY,'i58k 4Z;A7A306fc 89$%00
mnopq
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% 1 =¥N3EqQ oo <'OVOW' Erv—oUI Eb@F | &CY'Fe
€< OxFe
&T'U( €o< - UBEYsYsK's— YOR™™:A
lu7pbdViece
YQ@b*U( uvwxIOgr =m6 | ...Aqrwe70 Jam
qrRAs P-hqgriiQr

HERLERT " FINS| 22+ AHRE " 504a:

> "SRAMNS [+ AR BB EER, BEAINIEIZETIE 0% L ERIMEM R, K
REUMES IR RELZR. RRASEIHEIIEIE, NEXRRRH T XS

.L}\ "

RBERS: HiEHRRENSHEI

MEEHRE: 66 RZIFERIPIDE (10K, 815%) BIETFENRBRRL FIAEE
PHIS

WA :

AIERHIGHNNERAETEGRE =X, —RRFIN, WEEBIROERIEA,
BRI\ ATHTIETHIR(E, 2R (Jailbreak) , 52 AINZR 2P, EREERE;

= EIEEIST, BIAEEIRHENMREISE.

BAHnE (ERRZA) :

HiddenLayer AlISec Platform 2.0:

123



HiddenLayer AlSec Platform 2.0 12t 7 £EAIBHEEES ). E5CE Agent & MCP
Security, {FFEF Al T{ERFI MCP 1B(S; EREREEERENEIN. AT EFER.
WFERIA,. BIMEFIR(E;, 55=2 Runtime Protection, EIFEEVEEF OGN, FUEME

s, RIERUHEIARGIF.

EEFREETIE, Microsoft, Google, OpenAl 31837 %ER Red Team; ERNSLHTT

M, MERIF. BaLIRHt Al Red Team RS,

RISt

R ESHITEERNERR: —& ALRRGEE, LR AINRERS . FER

REE, _BEHHET, ER/FREEIT AIRMERS, RBBEXK.

AR

ALTRIERB M AT A" ERINIEE". Gartner ZE54Y"2026 £ Al BIFEERIFIAE

2000 g2 IGILEREAEST AGIRAR, BLERZTTEFN. Fit., THERIENHEN Al%

>

rm, BHElEEMXEIEFEERE.

IS FeiEae 5080w hnE 24 T k% Jey B 98!
2025 FRLLITWHMAKE, SecurityWeek &Rit, 2025 A 8 EiBs1B HIMERSE
g, elnsEFEhS.

6.2.21 EBABMTNGZZ B 534

Google I Wiz ($32B) : B FRAMER2UE
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IZWF 2025 5 3 BE. TRt 2026 F5Emk SEUAS320 {Z(ZE). HEREE AT
E=1"HE: —& Google #MERZTEREN(Wiz RRRETHEE CSPMAEHE), —
Wiz i, /9 Google Cloud Security F9#z/(y; =2 2025 & 11 BIREERLEEBDONHLE, £ Al

REAATH, Wiz NRZE8E0RE Al TIFRERERIEM(ADISGEBRERZSER D).

Palo Alto Networks g CyberArk ($25B)

IZWIETF 2025 FREH, SENAS250 12, EEREESXAIE=/N5E: —=& Palo Alto
HEBMNEZETR(CyberArk 2 PAM BRULRIEENSE), “RMNAE LB _ANELE
W =2k FE 5 & (Network+Cloud+Endpoint+Identity £t Ba), 1E Al KBt/
H.8h%EeR Al AL IRSFEESNSHEIE L ALEIEHE).

Cisco I8 Splunk ($28B, 2024 FE5ERk)

2025 FESHMEEEEIER N AME: —= Splunk Al Assistant &, 3245 SPL EHif/Bnh
4pk. BESITENt. BERN,;, —2 Cisco REFFRAST Al {4,225 Splunk A Al 8
Fl| SecureX, Umbrella, Duo ZFrF=g., EEEENET CiscoEid Splunk 3KERW R HESS

Fr+Al BE4,384k SIEM/SOC maiztth{ss,

6.2.22 Al R €LY

Cato Networks I8 Aim Security (202559 B)

ZWERITREYN Al R E startup, BXIETHESE SASE [ FRIEANE Al TEHE

Check Point §§{ Lakera (2025 £F 11 B)

125



IZWIERIREI S Al R L startup (B0 LLM NARE) , BEXETFHXE @HAN Al
N A&l

Snyk U8 Invariant Labs (2025 £ 6 B)

IZWIERITRAYZ AL EEEER] MCP RiERAIR, BNAETNRARE mialt AlReHE

73, ¥EH Snyk Al Trust Platform,

Momentum Cyber {2025 ERIETZ2HBIRE) ZORIM:

ZIRENZOEIEIE=R: —2 2025 £ LEFRIETM4 2 (=FHES) ; =2
A& "Capability M&A" (BESIWINE) %5[A]"Sovereign M&A" (ERV/XIFHKE) ; =2
Al A AGERNEE, T8 Al BEORFRREERN 30-50%,

6.2.23 FE{LEE B HIHE BRI

Palo Alto Networks Bl E S ERAS

Hiz BB "single vendor" R EREFESEIR—FE., FaEMaEERASE: —
2 NGFW(T—HBaX1R); —=& Prisma Cloud(=z%E); =2 Cortex XDR (Ui iaiulim
NI)+Cortex Copilot(Al B1FF); PUR XSIAM®F Ehix SIEM+SOAR+XDR); T2 CyberArk
PAM(WWIEEER). 1£ Al BESIJITE, BFE Precision ABAREER AI5|Z). Al Runtime
Security(AVML TAEG#EEmEERRP). SEELRSZEE(0OpenAL Anthropic, BiHE
&), NERRIERE NBETRELEMESR, single vendor"SRERIRS | AT ;
BT RHA T U REES & 8RD &= F kAR, 1B MR RIS $HRE..
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Microsoft B8 FS " kR

Microsoft #EH A Security Copilot #FE Defender. Sentinel, Intune ZEFBMIRL L
M. HERUAIAE=ASH: —EE—BESRNEX AlteRx, “E&ENE
REAEISFARIE; =2 Agent BEANZLEMHRIESH. NEEBEFWN. EhiaRNS

EERYFE Microsoft 365 E5 Security 1, BERERREIRIHE.

Google Cloud Security (Gemini in Security Operations):

Google Cloud Security 225 Y Google Security Operations (J& Chronicle) + Mandiant,
TENLAY Intel-driven, Al-powered, HERMWAME=ATLHE: —RRESESHEN OI4+
{i3+HE) ; =2 PBRE2EHIEM+Gemini F2HT; =2 Mandiant APT ZREFMERIN
&,

SEECRIFETE:
TU +
Jo1 hése!'oh-j'XYa Ud«aZ"“4é+0'a@
E ackK|
EF01 <=geéc'/efé' A ,TSUCY'>d»@é's
ly CECi
<« 01 oP éé7'gU,59:» = le@yina«iz
U ™Mt f
6.2.24 N EEFZE

"Best of Breed" vs. "Platform" 2% :
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X—FICHDNMAFS: Best of Breed (FE & T2 WUERE, A Abnormal Security
(HBf4Z=) . Vectra Al (NDR) . Snyk (FFRZZ) ; Platform fFENIEKEREE,

UM Palo Alto, Microsoft, Google,

Bl BIERAIES (EFRER) :

Abnormal Security: HRF=L Al

Abnormal Security RHSAREERETITAH Al (EIBMEFNERBEEN) |, HEMR
879 APLERRK. 15 DHP5ERkERE (THEAY) | miZERy E—HEIERYTH AlEMFRE"
(TCEBEKR) .

Vectra AI: AI JEE]] NDR

Vectra Al BIFEAREELATET Attack Signal Intelligence (L FWEEITAMIERG R
B) . E{WERTSHE Texas A&M System FF5ES700 /5. EHEIENSRGEREIE DT,

TIAEN I 2025 & Gartner NDR B ISR Leader,

Dropzone Al: Al JR4E SOC Sl

Dropzone Al BRI AREELR27ETF OSCAR HEZR (EMKRAETGE) + Multi-Agent System;
BIEABIATFHEESIEMIFIROR, 2025 8 ARR IEKLA] 115, A%k Fortune Cyber 60 (%4

BRI E=T5FHIT) |, mpEMA" WHRENEIEBER Al SOC Analyst",

ERSL mREE (E5E) :
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ERTU BRERURBERFNE=TIE (66 KAEHEDR) . —2EUEMLS,
YR B (45K) B ERERTENBRINEVNERNE, “R21T Know-how, #BX
ZE (552, 4983%) {iTAaREM YAERN, =REBHARAEN, O=52—T
B (21 K) BREAMELRT FINERL,

6.2.25 FiHEI 2R AINIES MG

Agentic Security ZEEZRHEHE:

23 45 67 oa sav NO

VI > X$&#> X: 0 -CD3j._3C75137 oyse® $%4
$f

BY%&] us> X$+#> X$9%:i [©) %HYS i

ABUM# ()*&+,- | v > X$i> i ]BOQ5760C. Ut |
]m5678.GA17C3
$f

D+,0O(RR!" C> X9)> i 205CD._3C7519 o403 $1i
$f

b(O+,- v > X&)> i I"61D.GO6C7. | opous $ui
_3C7513?
UIIG $f

@&Y%S[%OH!” | v > X&;> i 1"3018._3C7513{ o069 - |
$f

C&%S\(# S X&H> ii© A43QBf %oH%?

0 &t,-

CB Insights Mosaic 79 (Agentic Security $la) :

129



CB Insights Mosaic Score BIHMHFAT ARGAREENEGTESAR (FD 1000
), RERESLS (Financial Strength) . EHIEHERA (Management) . Gk

(Momentum) . {TAERRE (Market) PUMERE,

12 CB Insights 2026 £F 2 BA7RHI "#$%Q#+ -$+./0,1+23$) (RIE:
https://www.cbinsights.com/research/report/early-stage-trends-report-agentic-security-and-more-

2026/ ) , ZHWHIBERT Agentic Security JUERY 21 REIMLAT), Hp 10 A NETEHNE

ERi 10043,

TAL VTS :
TU 26
>0?A64T gt IA) () s Tid¢
n= <); St X$"> ,...7..}CA
U-06 <) St I8M313A?006
48|6 89T St P6UG7>d+Coceg®
«?88¢ %*D _AQB6DAZBCJ UCéieTX>d

BEEXENEERE: RIE 7AIABNEERMSOR, H Al Agent BRME 250 5+
88 2R 65 B+ReAE, FHES| Fortune 500 B ZRAERE 95-99%ANRIRIBRERIAR
FEENENSNTERES TR, EIRTAT BRREFEFIOR, HERRZE=1T
R,

B A S SRIMEME: CEO Lior Div BBI—Z 2 A] Cybereason ZERIEH{ES3012, B
WEREKZES3 {2, 2022 FHIBAMER R, 2025 & 10 BN, X—EZHEEIERT FRA
TR, tIRRIREENEP SN IEMERN A TIRIaTFEEME.
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EEE P EITEITZRIRT . 21 3% Agentic Security BIMIATI, 18 ZRAY M&A HEZRITS

BISIE (21.6%) , BHAFIOIAE] 55% —SHRE S T IR 2 FRMAT I,

X5ZefTWAIESERE—E (Demisto # Palo Alto LA$5.6 {2, Mandiant # Google LA

$54{Z¥) | BIRRRS AN EI AN ERIRIE SRR

Eh{E5%EAY Agentic Security FEHAF):

Zynap (EBZEBHB) Mosaic 62343, BEES12.9M, AR Al ELIERAITRES
N&ZE, Bl%aA Daniel Solis EEIIZFHE Blueliv, FIRAMN 2 AMBIEFRART 18, 44%I{LE

FHE, BN REIEEE,

XHEFER:

MISREEEIERTLBH=miZ0RER. —2 ARMBEHEKX ($30M-$130M) , K
BRESZASRT Agentic Security FUREIAR], —2{hERESFHEZEZEIR, TAI A ENAST
2fhME, (BEEKHELITFSN 351/1000, ELAEE 2/5, HIASMMEEEETENFIS AT
HAMIAFSIESCAYRA AR, =REFAMM, Agentic SOC FTEZE/D 5 ZLEP startup

(7AL. Dropzone. Prophet. Simbian, Torq) , B 55%H) M&A HERERETWESTE

Bl,

EREIIFIEER (Briefing FAZ) :

> "ALRIR, /NABMABHITIRICK (3-5 ABIBAR &%) . B E TOB HipHEE
mhi, EMATIRE KX B RERESF. "
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KI5 |ZE5RME

> "AMIARUEE Y 5K, RE FDERL (RNAHEILEIN) REES]. XItxR Palantir

(BEEM. PEFPH. FEEH) . "
AR

FEESINFEESEMZ " PR —=2LEB&EHR, Microsoft, Google, Palo Alto
FIal BEIAWRET K, Miapiuer, —2%JIsEEl, Abnormal, Vectra,
Dropzone F& | EBISRARBE R HRBAN, FREHEDTH, =SHIEEMFE, =i
ANEZ2NPE BEFTAES, HIGREIESEL,

SMNTERME, TLFEHHERFIAUERETa U ERRORE (FeiiEk
iIE) °

it MCP/A2A P05 OpenClaw 253 17 I DX B 1) 22 477 i T A,
ZEFRINRITEFIEERHERRERE: N'HII¥E. £XEl 0 iz
M. BENEIRSS". JREEBHR, X—BEIR=ATNEEREIALE, FeEESFH
. MCP (Model Context Protocol) IETERK/Y Al TEEZEREEFMIMN, EAKREEE
BIREIBILRSMBTRESHIRIR, A2A (Agent-to-Agent) HINIE Agent [EINMERERER
B, EXZERAZENBESRAATIN, M OpenClaw Fr]BIEERY Agent iIZ{THTSRIX
Ko, WEMMTSRERERZARRE. SEREHSHITEED, FBNHEEEZEM
B, =&HEE—BERYZORE", MERINEEELZSEDTFIRINYE. IMEES

E17E.
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MAREEARE, MCPULERBEN A MRS, MEkibie mhvttRK
BRIEHE, 360 IFREMEERNHE: BIETMEREMD (RIMER. LR, it
BoH%E) £EMCP 4, FEAMF LEALTERT OpenClaw E#EEFA 360 FIRLHE
B, ST "REAECH AIFES, REHETSRN IRERSER. RERSHN
ARBFNEEAEELY APUMCP 1, SERFATEERESN. REEREEEIIN

MCP F&, EIRERM AIDK HEZERIATEEZS MCP 1 A2A Y,

X—EBENHRERNNIRNER SR, E—, MEHMEHEERT L2~ mi%
MENFETIRERE R ¥R THMENREE. RORSGNE", HE—, RHSBE
H—MCP WAEE/NELEHE] AR LMBRRANH AR B Z PRI, E5XT RFal
BEboHRE, H=, FIEIEUEIl—2ARRENTE. BENITIR. SUEH=MNY
SR EHIEERERS, AR e TIHESRII E HAF AR,

FRF: 2026-2027 5, MCPLISMLER RIS A2 TR ERE. X
SoTohEES] MCP WHHERORENRER B, BE TN XAFHRHEELENE,
BFEIATFERER A, Sl R P IR E L.

B\ BB bk, LA AL BE 22 Ut
2024 FRIfE, "BEZEANEEFMARATCHNERFS, SRETE FBERA

RFPEIFERERAMET . TIAELMREREER, FFREREEERIEARE

EREBEAIDIIR.
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IR ERAER. Tia. DeepSeck EENFFREREERIAIIEEN,
SEAIESIEFHEIEE DR AT, MEReFTHRWTIHANR, Bl RAG (FRE
seEpk) FITEBEANAIUEIN, BREELAEENTEUMBERNSEIEE, RERA
s, 2B U LEREEABHTRETINA, 360 HFrReEai)l 14B REAERR
B, BRESCEEERATR BRERES WERAR=SBIRET". 6 RZH
REEEEIESE: BEMABIINERRAN, ENtLERMLICTIZEE

RFEERRVES TR T IS BRI, EREEEN Mk, BEEENRIRMT
FREBARIAT SIRERIME, £ TEUEN MR, RFERETASIEEEENSGS
= —RIEHEFTErNRESHE (RER 15 FRec SRR RN
W), —EHUERENRE (360 B PB AR eHEERED SIS EHNELE
) ; =RTEEIMAE (MCP{L. CUCD &R, BFihEmw LieIERIER/IFHY
EBRE)  RRIGAMIGER (EEE RIS ESLE PR MREIAN, ERE
BT RIns) .

MNTHER AmS, X—EBRTHERKEENS: BEERARE)IKEE

%, TEIETMBHRNTIENTH, TRt ERERIKERILE.

6.3 FE[HIG

BETER] &5 Briefing 153K, FTRBIH A OBES.
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6.3.1 v S & (KNl vilig o, HEE—) |

ZE Al HIGHEIESEE= R KA (555, SRIEPHIEALRMN, SR
HETERa) . BEE (ASBIAS—. mIHIEER. SZIRESIX 00%+) . B
85 (AR TRIMEIRERTTE, APT/0dy FRKEHARE) .

EIRINSIERRRZEIEAE . Microsoft EHAME 65 FIZRE(ES, CrowdStrike 5 2
FZ+ R, ENLER mEdRiEa 12 MIERER. EREIRE T AIR
NEEREL" (AR 1N | IGERNEEE T SREIERMSTS, BT RrIE
PRSI RIREST,

6.3.2 PRI K (A =702 —ZVibHe 2O

RE Al TRVl ImageNet/GLUE BY%4E— Benchmark, %) ERIREHEIRZ=AILY

M (APEIREERTE 30%-99%IELKAN, MTTR BEM 10%E 50%4A%F, EEFIMRIZSREARR

L) . ROIEWEME. POCEHAK. HRESK, H—IEIN T EFEIENA.

EPr_L, MITRE ATT&CK Evaluations 2025 SEE#HE" Al-Powered Detection"#£fE
Gartner #1721 AIEBXBANSIR. ERHGRDB=77IRFNE, SE @ik
Z P EGHIEBERER.

6.3.3 IR G it (B2 VTR 2, {H Briefing FAME R 18) |

Al Agent B EEMFHRKIREIF (REEREWSS 1P) . SRR (RNENERH AL |

Btk (RRER) . REREEMEEKE. Gartner FUU 2026 FEGHIL Agentic Al 5BE

SHHNAFRES1H.
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ERAXRSHZIHEI (66 REFEAT 552) BERMKENMFEANE, 296 (46
x) SCEHIKICR. HFOMELE T DRER (I+/EREXRINBaIHIT AL
Hit-ZELE ATIIT) | THRBHSISEBFETER. JREIR. BEE Agent BERENIERE,
PR SETHG A BRI 3 AT
6.3.4 2) 5 HHR-NTEN GEN D EZ TR FO

R ENOTHITERRE— R ER W SERI BRI R AT ZZ/Y. A

BEIFHIRNBLL/IMEEUERER 86% (BHR 95%) , 14%ANEREALZLTEARTER,

ERMIIRIEE HUE I8+ KRR RARIE (GFOMNEE 423KA) |, AR
0% HEEMIR (IRFRN0) , KRB 10%Ex5. Bftt55=EHE RAGIRE

HR. SEEIRIGIE, BRI,

BRENTTE, EEIN ("RBZAHES") MEEEIN (B BEENTEE
<) FFE. MECIFAIREE, HiddenLayer FRM T NI EHmHIIE+ F YRS
ROBHHEI TS 22,

6.3.5 FAAESE N H 1 5 AR (A =5r 2 —Z Ui O

SR STHWEHRSRBEAZZOTFE. KIL5IZERER: FABURESRIHHREE"T

IE—ER". FHECIFAISCNEIEEEN: SaaS iR (F1a) 235B) BFRIEZRANA 99%, FA

B (FiE 7B) 1% 30%-50%,

NXSERIREIE: HEIEINER (VLLM/TensorRT, REERRH 2-5/F) . /MEELERIE (KR

LD 50-70%) |« SREELHE (N IMEEL AHEEUNE], BRARE 40-60%) o K3

136



ZRERR AINETTE (TEE ISP EERE) | iEFRIERENS&EEEE, B
IEINA A REIRAE Dbk,

6.3.6 2 AT B AR
"FFE Al RENERRESHik BTIERENS, ERIRMEZFTHY 1000 token (B
A5<$0.01) HEEER, FRIBET ROIANSHT, FESEEMY. UREFBEWER A1S"

%28 ChatGPT"SIHRANA RIS L,

I ERSRES DR : SERIRIBCRAIGRHE (—A+IRSE) [, MECIFERE
1BERSG (FFR%%E, MEEHEF) , EfFS & (Dropzone AL, Vectra Al) TUiET ROI
AJH{E Dashboard EfZREMWIER. FEHIRNMNBELSGFE, MIIEFFRREMNEWLLT
WA ERIRSE.

6.3.7 Al+Z B2 E G NA Mk (L =572 —Z Ui O

HIFHRNAZ AIFRAA S ZEAT, MERENRZX, 5xKEW (Famsg. &
2R, B8R, A, FBR) SRR, BRI & Al ERAIETNFERRL
2B (ERIRHX ATHIBA 12 A vs. Microsoft 2B A) , SE=mERNL (BBRAFIREE+

TEE RAG)

SLPRFIRIREIE: 28 Al FIERIFEXRGNSETETAMEER Al ( B
£ Agent EMIEEESM (KIISIEEHRES) . LARMEE ALNA NI Z2ERERTA
Agent (KLUB|ZE Circle B Skill {AR) .
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6.3.8 Security for AT & H0f 7 Mk Ag R ] 520
Security for Al (§13%7 Al RFENZ2ITHLSRF) R EATHREIREFIIFETRE
B, AM—MSABIMEESRA, X—FEEHERKALZA, BEFREZEMNMIESR

FHYRME,

RKERIRIE Briefing PIKEE T —PNEMAEM: FXTTinT, RAMNE 300 HITaIkE
BZeiMAIE, RRRFH. BE. BNSEEKMNA 25, RINMEESR 20 Brtld
L. Wi8EGEEE 93%, BREHERNTIEEF BN, XM LB SEMER
B g9tEs, T BB 7E Security for Al SREAIGKEREE: RALBFINER, LME
IMREFR R = P E=EAIHIAD R

XSS A RIS HERN. ——IRSHRENSH——20 BThIiE
WATEIE—IRRE. RFEHR AlREiHh, YASEHEMENBHESER UL,
"R ERIRANERETEEE —REER. BRRE. KEREFEE Security
for ATRIR 2] 7, A mitRMEEIR LEGRERAN, NMBHEERARREEEX
BRI, =RHBHEHRIE —ERNZFNET, XX Al ZEFaMEAITE
BRGEY, AP EHMEINTEISEEETETNAXKFRINEXE, MEEENRE
iEMh—ANER Security for Al IRERETAEEIMIBIEIRIERLIR, BAIREEELMEN
RSB G T2 E TR,

M WVBERABERE, 3L Security for Al NFREREFENSRRSINECEZFTTE.
MNT&Eel mmns, ENMEXTHRSRRERERS: —BaLtE, REFERETIEE
INERER (SR, B8R, KEBRE) , AATBEANTRERNGERR, —2E&
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S, 18 Security for ALSEBRT Al for Security BESIFZRINE, LUKBF—K, #RIHESE
BaN"RIBEIMEEK, AFSENERSFERIERS.

KEHL
W7y ELE

AlTREERMERETIZMNIEIBK, IRTAAOIRNNNEN (BT o6 RIGEHA
RENER) . —BEEKSS SOCHEMM (VWD Z2==FnttWRiEk) , &5 SIEM
BIRREADRER, —& MTTR EEFR (WA RZpeRE) | WEIESHERSH
RN, =RBREASEIMER (WFHZHEWRR) , SEBEAARERR, Hi
RAMRATR; NEREHMEITEIER (W=t lRiR) , BERIEsHSEE
AR, AR AURKEIREAEERN, AR, "EEREFEG, SEKm+
ANRORBZOIER) (DRINTHREN=s2 —ZHEWRR) .
BEEE

FNAKHEBIEFEEEE Al for Security TIZIEE (55 66 RIDEHAFRIRNLFIET) . —&
M Copilot El| Agent, ZHHMITRER 2026—2028 & Al/Agent BESITE SOC RS EEERF
("2028 FF 70%"FERMEFHRAI ATHZIGHRIHAL, (MEAEMSE) | Agent (b2
Rk 3 FOTRFN, Z2 RAG/TAGHREML, M'BEn 2 8eff. BBEHR", N=H2Z—=
ipEVSCHIFEREITIR, = REESIREM, A¥BUALEZRE (56%) BESESHIAE
FIRNTIE, BZRTREBEAA, 2-3 FE#H, UEMBUSTRER, BMRER"

ARUE—NEER", AICCHBERATELZER, AR ALRENIEM, XSE=pWEKE
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i, LOCARCIIEHEIRICR, SHEDENRERRER, NEFSEBEINE, 2025538
ZESIBU, TIm WIROE" CLEBEF+EARE) .
" B

T ABEISHIZY A for Security FUFEHIERE, —REURAR (LW RZptlRIR) | &
IERT M RE AT, ERSMUBIIEELE 12 MIER, “RIFIEEL (XW=H2—
FipellRiE) | BT Benchmark, ROIMEEN, =2HURSHIT (4 15%E 4=
MERE) | FE ATSKIRXIBE, Gartner 2245 2026 EATFHESM; NEIRSEN (975
B9 15%) , RLBEERR, FHNHALRS+SERIE,; AREHERA (L9756
FIRMBERITE, H=DZ2—RIRMBUEK) , =i vs FABWIEIE, ZEFRNFAEHERS
BRE; NEHEERE (=& Briefing —HIRIR) , B AIERE(TH, F ROIATHL
+HIEHE;, CRAIHR (N=p22—ZhEWRIR) , ALREESERAZIRERR,
ZiE 12 MIER.

JE !

AR 2-35F, Al for Security HIZHSE M " HBNRER B BEIBE "HIXRIKT. AL
RO IS R APLLEEBS MBI TR RRIEY . —2 MR Agent IR (FHL+ERTHEIRT
S1) ;| TREBUHARZ HUE-REATILRH) | —REERREME (HEERE
HREHE) | IERRSEFEE (TREEE{ RO | ORMGBAZER (B AT
ALAAERA) .

HiBtEBETE: &/ (Microsoft, Google, Palo Alto) BIIHWES LHIELEE,
L B (Abnormal, Vectra, Dropzone) BITHAEER2F MO ™A, FIESR @l

140



HUTEEER. EATIBTEL TR HER AR HERNER, AICC (&
&) CTRERL IR SR vs tRELBES D "FIERIKIERIA.
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BEEIHIS%&! () &+, - B AT BTG
> FEFBNMBFARE AlRERNERE S ANSIHE, BihRemEAN HE
BRAEE. EAMONOTHIRAE S TS IRESE .

7.1 BARKH
2024-2026 ZE[&], Al for Security FARRE D T —REEHEIT—MN" KIEEBER AT

TE"WAITHIGIE, M MAERSSMEF A AEE N TIEURE.

AT HIY: 7F IEEE S&P. ACM CCS. USENIX Security, NDSS PUKZLTRSE,
R LLM/AT RIS ELM 2023 FERIARE 5%HEKE] 2025 FHGHBIT 15%. MHIFTAES T
K&, REBEEMM (Y25%) IREFRUSES (823%) BRAEESH, HRE
BEMNSIEL (£918%) . BIMEROTT (4915%) . ALRGtRE (49 12%) FHENE
HEEE (897%) . X—DheEREFIRNELTR—EZENR. RREE. Ehh

EANKERAEE:

5.0 MEB—IRBIZIS Agent IME: JIFFIEEREMNRERAT S Agent 288 (D THMER
SN THRE—1EE)

6.! MEBFRIRBIZIGIRANRIEIE: RAG, FHRELE. Fine-tuning ;EARENNRERK TRERC
=

7. MINBESEMBIZ 21 AREBFRNEECEIER AIRET R, "(IRXih B4t

AN AL ZL2AR,
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FERRSAIEE R : BRI ARARSENE. BKEARIEZ. SATEREF
TREMAY (40 PentestGPT 3£ GitHub #{F star) .
7.2 N KBS MR
i ZaiaE A CHEZ 25%) !

RELENSISEESTT. KFRMTEM CORTEX B9 Agent EZEMZS RS, FEELER

—IREYURD> 40%1RHR; LogParser-LLM FAXIEE Baff#triES  HE, REREEEN
YEIP RS,

FEAVSKEX . 5=5R10 SIEM/SOAR | BRI AL T RIEEWS, RFARBRREREIAIN
13
J7IR e IRTARIN 512 (29 23%) 1

LLM I EHITH PRI S1ES SAST TEE#MISEN : BRIEMHAIEIE NFESRE
B8, (BERREABEMNSREIERS T LI AREWTER, CVE-Bench FHFUE/ERYE
M, NEMHSRETIRE, BEEENE, FARSTHRARIITXIHT LLM 85T
=]

1 (Flashboom Attacks) , I27R] BABEE S Al HitER.

FEAPKEL: FFARLE (DevSecOps) | mERIKE LLMHES SAST HREH=E.

F = BEMAS LT (2] 18%) !

BB EMN Agent EEIEEKAIGEZ—. PentestAgent, CIPHER ZEZRSTI T M
SR EEIRREFBNEMCRE, $oITEAE CTF ZREZFHIRNEEAARETF, FK
RERRZFRRREEEFIAEIATREY, X—ARNCEMSMLARTETIEEXTE,
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PSS : IARSTISENR FNMEETE, BRI ERAT.
JiFIN e ERMMER S R A HT (4 15%) 1

LLM ZERA S ERIUNE: — SR m TR (EaRRE RS R
®8) , TREHM CTHRR (MIEEMABHRESHIRIOC, TTP SEILER) .
{8 LLM SRR R TS ST 5 2 T SR A5,

FEAPER: BAMBIRT A (W0 Recorded Future) FIEREDITFETEIES .

AT Al RGLZ25vE0 (27 12%) !
X—ARXTEAlIZETEEENZTEM., Agent Security Bench FIFUHEZRE | JiT(h
Agent RFENIRINEN. BIRIGERTAIAESSME; "Cloak, Honey, Trap"&E 5ttt 7 55

TR Agent BT ARFTZEE, OWASP Top 10 for LLM Applications B AT ESEIRAE,

FEALKER . FRAERE Al R miYEIEN K EL TS E——Al TEARSA8ER/IH

LG T
TS PRINZERAER i (29 7%) !

SecBench, CyBench, CVE-Bench EFATFUE/ERNEI, AT SFEARELTEL
ESTE 72N, XEEEBE . FE. Wi, RREEFSNEE, EITIRAED

|, FERTEEER.

FRALRER: A TSR S8 X AR, HE T F—RI%E AR
.
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7.3 XMV ST I O SR 7

8. B Agent FMIRNEYE: FARSARLWIE, B—KEEELMESITLEES, 1
YERYZS Agent RAGR B AT EEAIRAIRIE;

9. "HINHAI"BSKTFLE Al: FAARSFWLHE—EERA, HWELHZERAIN. FiHE
iR AIRNESZRE, EXRMpAA DI TEE ALTE,

10, AITEBEST2ATZM: RIN. HIEN Al 22 R ERFAR TS
IEsE, RAERBHIERE Al R M NSHB ST EMNTL;

1ILIFIRERRDRBE: EARCRETEETR, FUREEENTRINESTY;

12 BRERPARABAA: iYL CISO XFMARLTRS (S&P. CCS. USENIX Security,

NDSS) B AIFEXIEN, LAK arXiv cs.CR D 3EAITREDATNE,
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FINEE N IBE

RSN AEIR " WE/BEI/ANE =KD Al 22~ maTEEN, IR WRRKE IR (IR
HABE. 8N hmEasEN. #RTNEH. HMEERRAR &,
8.1 Y £ B8 /7 (Must-Have)

XLEENRE Al ZeF BRI RTES R T TIESHAR L FLE L 4T T
EHEEATIENK,
8.1.1 HHEEN SR R!

EX

SR SRR MBI (L B R A RS RS R
FIEEEES].(F Al BEIEIREN R L TSR,

HRISEI =

HARNHIERASIERLNASNERENNTTE. —AEIHEEN S Syslog,
SNMP, API, Kafka FEFRMN; =2 Al BEetREN BT LLM BIf#TNsERIrEat
A& IR ERAIFRRITE BT, /NTREAINRERIEE], —RRENE
RBLZ2MERNENETNOER SIFENEER, WESEEN KA RINGLEdE

W BRIZRIRT.

THMEER
ITHMEEIRRASIHRENNFERNIAMOER. BAREIFERRRAHE NE

HEE. B RE. B, Bk, T8, MRESSMEE, FREENNRERER
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KM 0 ZIFEN SRS <2 /BT ; SE=RINENEEN, FENEERTEATLRSETN
n; SFEIYRETRMEREEE TB REGENEILNAYE,;, FhERENEEE, IBRELEERE
KRITHHEMNIEER.

EfRMLE 7

EEPFRMI% L Microsoft Security Copilot RN NIRRT £ & (Defender, Sentinel,
Intune ), FHAME 65 512455, Google Security Operations £t PB &£ EH EER
FZIESBEN(XXAHEE+HE); Splunk Al Assistant ZEF M B &4, 3235 SPL Bl
=177

BRI B(IEERE)

ER AP SR BN Katka, BIERE. APIE BT AE N AEHTSCEIR
RS A TE | /NI ARTERIEN, ZBERINESSE/AE. RE/SE. BADE. B
k. imiEEE, T8, MRS 7R4UE, HaMSRMSREIERS 6 LI ST A
AET RIS IME.

EHEIRPREEG=KERES. ——RICHFERRBHERENRIPESHE;
RENFE | BLLLRE,RFRD ATRECRES]);, =RARENRERIEN, REEHTX
i PLEC,

8.1.2 ® v+ A 18 !

EX
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ATE ALFUTHORME(REB4EREIERTRE. TRIAR. ALSEM/ENCR)WIRGEIC
RIGFEEHRITRS .

BRBISEIRG

HIT SNBSS RENNEE. —ETHREIRETE ICR AlRTHHETE.
IEEHE. RRER AANE I FRAIPAEREMKICRAIEMNRYEE, —RIRMEREE

181, X o ATE " SERT ICRAJERL. BEESR. SRS, =S REITHIE

e

I3

. RETE. FiIRARABNHEITER, MEATENEFH SXEREESEA

il

XIRGEE AR A7 fE.

THMEER

HITSAEMEEHNTHEREERSTFANMEE, —EFHITNEAEERICTESEN:. if
B, TEIFEBSE, —EHEIEM AL IV ERT R EESTHICR, =8
BRI EITHSRBIKEIN>180 X; UEESMMEARESRESER 2.0, GDPR,
Al Act FEK; AErILEEN EREIHRENZIEMN,

EFRMSR 7S

E PRI /5 M, Microsoft Security Copilot 2t R EIEIR S, /45 GDPR/CCPA E3K,

ARTFHEEY)|4R; Palo Alto XSIAM LIRS HEEEERIT 45 S Precision Al 5 |ZE#H1THREA 1 ;

Darktrace HIFFE B EMMMNMERI R, AJEIE D HRER.

ERARIB(I54E)
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ER BB FERKREIFEFN. SMRCRENETSD

7 aRasERE
SSIRSERFR L. SHRICR AR TEEHREURHBRE RS,

FEFHYES
REEF L. SHRICREND ERESERIMIENETREINE

RN EEZG=K0M, —ELE4EECR SHESREK, —EAIE
WKRICR (UCRHTEME, =EFIHREAH Al BESHi, EESPRIZITHERE,
8.1.3 BUIR /Mt

]

EX

A B BRROSUPRID AR, BUA BB &/ I BRIR N (Least Privilege), ZE1E Al BN
VESBEIRIRFIR.

HRISEI =

WRERIMLRISEINE R A HLE. —E2EFABRIRIESI(RBAC),/3 AT Agent

PERMAE RETHITRETEE, —RaSHREE Al FEIGHTURIEE TIFRR
ATHE, ZERTREARSHEH, A1 Js8ERIE XN TE

= =

A< ZTI~

IHEERSEA, MR
fafmE . Al FUTHSRRMFANREER. AT ERBEIMNERIEIT,
THMEER

R4 RIEES S PUTHE

<

PR &/ IMUBEDRIFER KET NS TE. B RALE M ER R AR B MR,

IR RGN, AR A EHHIRE L AlEE TR#5IN
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PRARH), SFE=RARZEHIT A AINRARZREEER, SN EEAI AL
PN BRZREA IRIEPEAN .

E3[n e ]
EFRER B, CrowdStrike Charlotte Al F Agent E{FFEL21T OSCAR HELBIGIIE, K58

sWEBA LR, Snyk Al Trust Platform $2ft AT Z £ B E X RIGHAT.BOLE
S REEARE,

ERARIB(I54E)

B BEE FAMNEET RS EEEUR AR SRS, SR BN E N
HEEIMRAIAHER, SERIRHRSEIL ALIR(ERRIA A =6 X R EF L, EarRRER
ERKEN R, SHERICR.

RRIMETFEPRIERESBIE=X. —B AIRGEERNRBETERHRE, —
RETEBRZRNHE.AITERRBRS G, ——RIREELHEIHCR.

8.1.4 AMLHHFE] & Hb

EX

KL eMrAIEEE 1P, RBEEL. SSEHAERN, MRS T A T
BHIA AL MEBE EHAT.

HRISEI AR
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A E R HRESSINE R N, —ESREEL IR RX LS RATEE
REARERES BXERMFAIREER. REEMN) BT PR FAISEREG. T8
BIE)BNIEHT. XS FANEEE. RBE. MUTR)EMEHRIT, =2 M IMESRRLT
KR/ ERETH R HEEERNER A LREEA KIS 1 E=GIRR, = 28R, &t
IR ERERANEREN", HRERIE, A TSR E—Er a8 O REHER
1E.

THMEER

ADEEMEENINHEFTER TR, —RNIE D RinE BB FEER
fit, R AR FREYRIIK, = ERARRIBEIGIE Al RGRIRMFT IR
XIFALRR, NRESBENERRIR FTEEIFTER/EA.

Efr RIS

EfRm17_L, Torq HyperSOC 3XF3 Multi-Agent System Z844, K s FE A LT E#t, 5235 48
/BT ROI; Dropzone Al {58 OSCAR #EZE(Observe, Scope, Context, Analyze, Resolve), 2t A

RN HEIRRE I HEEN L.

ERARIB(I54E)

ER B SERERKENFEF. SERICRIEHSEREANE.BENBEIT 5
7, FECIFASCIARGE(EE/EIHRIRERITNE), HFaMESRFEENRKENIFER

Bt EfEKICR.
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EHEHANEIFEPFELH =K. —ESERETEME INEZHEERS
2, —REEWIVECIHERR AT EAMIXEG, =2 ERYE, —BHRITEERGE.

8.2 ¥ #HE /I (Standard)
XEEEIIRE Al REFmAVZMNMERIL.80%HNE PR REFEX—F. REXLEES

B REFE AR,
8.2.1 TF A Ja] &5

EX

YEFBEAESEILREE M T B RLZEIZE AR TS FIFE R A Ex
EEEIR. IEGER. I eESER.

HRISEI AR

iR a0 R BISCIN R ORI RIS 2. — 2 RAGHEFRIGIRER), S S KR EFISCRT
HAEQR, BIE WA "o 7 LR WMEEE FaE; —2 SQL/KQL Bk
F%.FBF FEEAES1RIR,Al BaliE L AEIRES W Splunk AY SPL, Microsoft AY KQL; =
EZME LT SHFEIMEE ICERNIERS, NEEEiEE ET 50-5r-
BB 1T R B THEE AN RIR BRI .

THMEER
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RSB, —2EERE ]

A =7

A ERENRIHERER TN MR OISR, —REARESIERERER ERIEIRIEMR

SRGIRMATIRFIENMIRZIZMK, ==ZMmAATEE,
MRIIZIEZRIRIERIN<S B, HRSESIFHARESIFT Y. RNEFSESREE
i’Ejo

EFrMUER
EBR] 7, SentinelOne Purple Al IRt B RAIE S BIMNERLEFIEIFES, Storyline

BT HE; Microsoft Security Copilot &7~ GPT-4 S84, S HEREINMBIRM S, Bt

B% KQL &if); Google Gemini for Security Operations XI5 EH AR S enAZEEEN, BaidE
F% Y ARA-L A& UHRN,

ERARIB(I54E)

FliRE Tl b

NP

ER BLoESBERHEEE LE BEE T EENBEN 5 5

; FEIFAIEH
S AN EIRANRRERE, HaMNSHFRaEEEL a+, KA
RAG+TAGHRNEEESTIA,

ZRES

A ERENTHMATFNERESBE=E. —R—CHFXEFNE, MIFRIERNBERIE
SHEE, —RELT e 8REESEEEEER

= RREIEZ TR 0 EININEN
P ETLMNMENESR.

8.2.2 5 5 I A

]

EX
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BEESE(10 BFFHEBEY AIERREGNDESMTRRFM(100 FEA)HNE IS
ERGE MR RS TR,

HRISEI =

LRHESRENHBSTNEFEN MR, —E2REXRES ETHEEN. K
HBin. HEFEZSHERSEE, _EEHEERR MNREEERASEG—SHEE
ZHRELMKIIGIERMIF 10 FREEEREN 100 FH4, =ZiEXREER A1 ERN"
H 1P WEUEEARRENIER B 300 R BINEE SZiTmA, NEMAcREEHIR 2
FaEFEEN. WEHTEt. P TESRRNSHRE.

THMEER

SERGRENIHERER TN MER., —ERAWHL10 FREERREGNZOES
HEN<1%, _ERGERENERESFERREG BAREEGHA—IEY, =ERE
A A ERARA R ZGREER, MRIRRERNE WHURGRIEINRRERTRFERE.

EFFRT S
EFRMi7_L, Vectra AL A9 Attack Signal Intelligence T ¥ W& T AMIERAERE 1IRIRER

RAE; Palo Alto XSIAM 12t Al IXFIRIRE S TFIB SRR, Abnormal Security B9
1T Al BMER 2 EREREIT 90%,

ERARIB(I54E)
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R R ERIRHRAIX G i B BER B 19LIE 100 REZ (ST RTYE) M=

RO =

95%. IEEHER 95%; BRI SEREC L IRR TIFET 50%,; KIU5|ZERY Briefing
10 FREE
2,

PRIZZE 8 55, BRE/A 100 54 Heb 20 KB, 80 FFEATLL

SERSIHEPRELG =N, —EROEEEHNEMARAM 10 AEEST,
REARE, “REBEKEEFSEIRMIAE AlSSER

=BG RHEFEA SRR BB
HETE(RAL,
8.2.3 5 A BN A !
EX

Al BafERZESMHRE. Bk, Bik. GRIRESERATES BAEARIE
BIE.

HRISEI AR

H
[z BN

RS EaIERRIHEESTINEREIT NRE. —SARIRCAERETTE )RR QISR

1S027001 #iR &) ALIEREUEI IS TES, —EBARESNE FEUER N AZIZINE
S0 A BRI ZE A I 3 2 9 ERThi=E, —RERBEER. ENESE. 1T

HRRE. FomBEEFTNCER,; NESEim, 235 PDF. Word, HTML FH&=.,
HHER
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IREEMBEDRIHERER I N AEH. —ERERE MERENEENERESH
ZIEEIR, —RENRRMARIERIRSRIREEIN<10 23, =REENAESWIEE
WRER BEXIREERFINGE, URSIES ST RS SHFPRIERS.

Efr RIS

ElFR) 5 M, Trellix Wise $243t Al XGIAVEIMERFNIB M SZRBE, 58 SOC TIERTS
18 8 ZNB/ZK; Microsoft Security Copilot B] Hafi4ERK PowerShell A, (EE5EIN. &R

H
Ro

ERARIB(I54E)

EAI A SERRRIIREERE L XS RENBIT 5 7, BRERRRIRS
ERSETIHARMER, FaMESHREEMEENRT.

IREEMBENTHETHNERESERE=E. —REMIRSEEREL MNATELER.
RERXZREE, —BELEEEXER RBEER AmiuRiEzl, =REREER FNTA8E
ERR—n RS,

8.2.4 HIHVIIE 5 AL E H!

EX

ALBRETNZ 2. TRER. RETHENENIREFHERFBLIZS
SR, B FREEERR
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HRISEI AR

ARAE SR NS ARSEASTHEREN MY, —RFFLECRERNEEREE
HREER-DIT-LE-ER)EWFME, —2HRENEERE BB (P, 52, KF
ID, WHEFHMXRMWERELS, =SHEMREBER B2FEMR Al BafEEREE
RGIFIETSE, NREREMWEL BT Al ZIRLERINRFIE M EIUER

THMEER

FIRTUERENRIHERER TN MER., —BHREEIERE RERARTEATL
B, “RARGFEHE IOITEFRIA S RAIRERIERM, =EXNIREHH, 7
FIRAMATRNINE ARG, MENREZEEN MARSIFEAN BN 1HE.

EfF LR 7S

EPRmM1%_L, Recorded Future B3 Intelligence Graph MR, &SR, IANTRSCATSREERHN
EWE. Al BaRERFILSCRHER; CrowdStrike Charlotte ALHEE 2 B+ L EEHEUEEB
EEEK 230+Ex; FIELIFHY Briefing P ARIREM KSR N AL e Bi7 B4

& AT AR,

ERARIB(I54E)

EAI A SBERRRIARITIEE L2 55 RAG/TAG MTRE, BERHAIANRITE
SFRRINER,; SEEIRICR AT AR E N AU EIR SR AR
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FIRTERETHEFRIERMESRE=ER. —BMREREATRIE TEMMUTE,
TR ERANER EFHIRCISIREEX, =—REKIIA S, RSN
A
8.3 Al /KB /1 (Advanced)

XEEENRE Al REeFRNERNEF A LB EERALEEEN B EETIREE,

(BFETEEFEHE.

8.3.1 HAALE IHI¥F(SOAR HXZ))!

EX
Al BEHUTEXBEL BRI FAIFEECATERR 1P, REZERENL. TR KEEHT),

F5 SOAR B s, SEMME LR ERETIEENL.
HRISEI AR

Bt BRI SINEEN R, —2TR&HIEETATEMPKEE. EDR,
NDR, TERHGETER AP, —ERREHML XL EEFHT, PXILER FERER
7. ENEGERER ST, =RABRRIGE Al T EEENRIPR SR EIE
RENMBYERE, MEEERNE.LERRET BN FNEIREEERRE.

THMEER
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Bt EAMRENIHMARERN TN E. —RIEESFER MEFESOME
£TErYER, —REMUARE, THEESOWHIRNSHEETE BTN EN>20%;, =&
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BARR, ER%=7
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EFES: FINMESIRBEA CrowdStrike; B=HFTEERE
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FmAR: S Cisco REFRASHNT— AIEOR, FERE Talos EMERMN
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FmAR: AlRERMERZEYE, BITH AIBRERSZFIMN, £F BECAIE/MK

SEERN.
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FIXG{RIP, 45 SaaS, JRAEERY Splunk/QRadar/CrowdStrike £,

ERWRE: BR2ERMBERES (75185) | AlBEMUBERER (REK—/d
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4. Vectra Al (AL Xz NDR) !
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SR POCXSR, MR BB R T o E P R0 SR EUE.
8. Torq (AI3Kz/] SOAR) !

P RBE: Hyperautomation &, BFMESE SOAR"ERE", 2025 FS$140M D, 14
81212,

BARYSS: HyperSOC 2.0
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MG/ BN PRGSEBERTT (12025 5 5%—2028 5 70%"EEMEF R AFF
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(BSAESIK5 SOAR) | Klyro, Anylnsight.ai,

HEBELL: "Agentic"'BREEIMAREERL (73 KM Agentic ATF5E) ; MENIZE]
EER2EIRBENL,; Early Stage Expo fi 9 Al 22 BIFhEFERK; L& LM Agent
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#els ATRES]: 7 fm Circle (Circle is all you need) LASRAEEERE (BH) , =i
SEXER, FABER 0SS 32B, EEGTRAREIRE A" BT Skl FREEEENX
ERREUR, ANRHEHH SRR BRI AR - A TR -2 I SRR, 5%
FRFIELE Lo SINPEIRE—L1 ATPEIE-L2 FHRE-L3 DITREAIGCIERGEE, 10 BRE
=8 HR—100 FHHEF 20 KEADFHF80 RATLIE, FHHIBE M (KH/RHAT
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