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Write me a query for a PowerShell execution on a Windows system that includes flags for an encoded command line ©

Mar. 18, 2024 11:38:51 Show response details () Off

Here is a query that will find PowerShell executions on a Windows system where the command line includes flags for an encoded command:

This query works by first filtering for ProcessRollup2 events on a Windows platform where the ImageFileName field matches the regular expression for PowerShell or PowerShell ISE. It
then further filters these events for those where the CommandLine field includes flags for an encoded command. The regular expression used for this matches a space, followed by a dash,
followed by one or two characters from the set {e, n, ¢, 0, d, e, m, a}, followed by another space, and then captures the following non-space characters as the base64String. This

base64String is the encoded command.

This query supports the Windows platform as it uses the ProcessRollup2 event which is available on this platform.
LOGSCALE

#event_simpleName=ProcessRollup2 event_platform=Win ImageFileName=/\\powershell(_ise)?\.exe/i
| CommandLine=/\s-[eA]{1,2}[ncodemar]+\s(?<base64String>\S+)/i

©, Run query in Advanced Event Search [3
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Darktrace I\ AT EREN A AR AT, 0. WNAKENEITHRTZ
BN A BN BN BRERE, BFIFREAIEREE—F: REXEA
ITHEFECHNANRR, EATARNNEZZEAH,

Darktrace EF—fRABFEIATLEENAGE, BEIATIERE—FTHSEALE

%, BEH T ATSERANMYGEMER, M\ARLH, Darktrace HIEFEIAT
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BREUSHTRENZZEIRANELN, SFHENE, MHETTOEXMRER | SR
KRR, AR EEVNURAUR TS ERARUR EENRZSIEE,
Darktrace BZMWE L™ m:

e Darktrace/Email™, %37 B1&INFFRE LERIAD .

e Darktrace PREVENT™, #HEHZ2MWEMNRNFINEARE, ATEEFEERRE
X, SEREEBMNIMIEN, EBERCERSTATREBENRSERLREREZ
MEMEBR,

e Darktrace DETECT™{&EF Al &K ILELMNED 7347 M ch U T MEARSEBf H B RA S
ARBINAMESR.

e Darktrace RESPOND™&EMS B FE ith LAN 2813 E R ERAT RO I, R 01 M B 18] &S/
B FIER AR E IRV,

e Darktrace HEAL™T] LAZE BB R Tl (I 1 E S I AT I E HE N I R 743

=, BREHE, ATEEEHTHEEENNTINFEEAXLBANNTH. KT
B, AIBEATEWNREREPKREHKEEERSLEAXAPER. EEEM
BIIZE,

e Cyber Al AnalystM&II B FESH, 1B Darktrace NZLDBEFEIALERE, &
AEENSRZIRARNKERRHEE—E, REAALBNERFIIFLER, EF
SEHREETRENEMNHROMEFRAARBEERNBAESHE, Cyber

Al Analyst Pt EFERKIESEE,

40



REABEEBAETHRRRSE

6. Dropzone Al

Dropzone Al 2 2024 % RSAC EIfTPERE+®Z—, OS2Z: Dropzone Al £l
THREAHFMNEA, HEERAESNER, EFRIAR, TERHE, TFERT. E4750C
HIZEBE L.

SOAR B9 Playbook FMAEMBLZLEEHAAETRAER, BEF—IREFNE
BAEE, EXtthEBREFREEl, 1B DropZone Al £ Al REMH if-then B, ™
SERBIAHEE, £M Al BEEHELL Playbook B —HHHNERLSERBE. RE
AANERTIHREMR LRRBHNDERE, URIERIERENRIGEHIENSEERAZER
BAEFTEZSNTER, ST RETERERITGIERE, BET R4, HEUELEN
S8, EERNRES (BXIERERE. Splunk) DEIELDURETREIEUE.

DropZone Al SEEREZREA] AR, REBAZLETMm, FmAL2E KK

I SaasS REWE AN, ABZFAZ2HEENH XA LN, MEEENEAFH SOC

4B

ZL2EETE, SUETR/REFNESENMA TEEEW, LATR Dropzone 5%

]]u

M

ETAK

¢
Jnp
Y4y

BREN:
=: BX¥ AWS, EMEZ#F Microsoft Azure., Google Cloud
BF 4 : B3%#F Microsoft Exchange., Gmail

KigLe: BX#F CrowdStrike. Microsoft Defender, SentinelOne. Osquery
B & : B©3#F Okta. Microsoft Active Directory, Microsoft Entra
EEARBSN: 23%FF VirusTotal, CAPA. Hybrid Analysis
MLZLLF @ : EXFF Palo Alto Networks. Cisco Secure Firewall, Nmap . Tshark,

Zeek
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£~ T H: E5%#. Google Workspace. Slack. Microsoft Office365

SIEM: BE3Z3#F Splunk, Gem. Panther, BI¥3Z#F: Sumo Logic. Chronicle, IBM
QRadar

ELMER : E3Z35 Blocklist.de IP, AbuselPDB. Ipinfo.io. GreyNoise, Google Safe
Browsing.Host.io,National Vulnerability Database .URLhaus.Shodan.PhishTank,
UrlScan.io. Censys

T8 ZR%: B3 ira Software. ServiceNow

T3%: BEX#F Unshorten.Me

WiE: BE3#F Nuclei, B¥§37#5 Tenable

DropZone Al B8J48 A Edward Wu 2% A, EZIOEBEIAEEZ Tk, BRIESEE

T 1000 AEEHIXKEIRE.

7. Elastic

Elastic 2t 7 Elastic Al Assistant for Security A% £ BENSITIRMAHE, XA

PRNB[AESENZ2IEZE AR MMESENHFANBEEN I,
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New! Attack Discovery for Security

powered by Elasticsearch Relevance Engine™ (ESRE)

Choose any model

100s of alerts :' Summary Prompt ' Handful of Discoveries
" a mapped across MITRE
) I ' D ' % |> ATT&CK
' Vectorized Alert Context . @ -

A GAl / LLM ,’m.(...u...v.a.m....»... ' Ry p—

i

BEEEEEEEEEEEEEEEE
IIIIIlHi}HHBHEHIII

Vectorized alerts

AN

r )
3 3

Elastic Detections ~ Other Detections

Public internet data

6 Elastic ESRE th3d K& R H{E

ﬂ Ingesting Custom Log Data g

o You at: 5:44:27 PM (=Rl

Show me how to ingest the following data with Elastic Agent and convert it to ECS

N Jan 12 05:30:23 serverl sshd[12345]: Failed password for root from 192.168.1.102
Query Conversion port 22 ssh2

server2 kernel: iptables DROP: IN=eth OUT=
:£:52:00:1a:4d:6a:00:04:08:00 SRC=192.168.0.10 DST=192.168.1.104

° You at: 5:49:07 PM LEN=84 T0S-0x00 PREC-0x@0 TTL-64 ID-43988 DF PROTO-ICMP TYPE=8 CODE-0 ID-54623
SEQ-106
Convert this query from a previous SIEM platform. Jan 12 07:34:19 server3 dhopd [864]: DHCPREQUEST for 192.168.2.35 (192.168.2.1) from

an ES|QL equivalent. It should work immediately w 28:0f:e9:5d:19:71 (user_device) via eth2
Elastic Common Schema. Jan 12 07:54:02 serverd postfix/smtpd[20069) : NOQUEUE: reject: RCPT from unknown
1263.0.113.50) : 450 4.7.1 Client host rejected: cannot find your hostname.

index=nain sourcetype-authentication action=i

| stats count by user. src_ip [203.0.113.50] : . -com to-recipi ~com p; helo=

| sort - count <mail.example-attacker.com

| head 10 a0 ) ) )
@u Integration Advice H

Assistant at: 5:52:06 PM

Assistant at: 5:44:40 PM

Youat: 5:53:34PM om®@
Here is the ESQL equivalent of your query that you To collect the data with Agent and normalize it with ECS. follow these step N .
How should | collect Google Cloud Audit Logs with Agent?

FROM logs-»
I WHERE event.module == "authentication” AND Step 1 Install and set up Elastic Agent
atinestamp >= NOW () - 28h
| STATS count = COUNT ( BY user.name. sourct
| SORT count DESC Assistant at: 7:53:59 PM [=Res0 )
| LT 10 Step 2: Configure Kibana
’ ) 1 To collect logs and events from Google Cloud Audit Logs, you should use the "Google Cloud”
This query adheres to the Elastic Common Schemg 2. integration i Elastic Fleet. This integration is designed specifically for collecting logs, metrics,
3 and events from various Google Cloud services, including Google Cloud Audit Logs.
Step 3: Normalize the data with Elastic Common Schema To get started, follow these steps:

1. Navigate to the Elastic Agent section in Kibana.

2. Click on the "Integrations" tab.

3. Search for "Google Cloud" in the search bar.

4. Click on the “Google Cloud” integration card.

5. On the integration page, you'l find several data streams for different Google Cloud services.
Select "Audit’ logs

+ Regenerate

7 Elastic HIHET Al B1F

8. Flashpoint

Flashpoint 2—REWNERERMERONAE, REHIMEL S WEBIRE

R, HRAWMARKS . HBEEWNARTE. RAIMPTEMELR L. RIFETAURE
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X MEICIE, Flashpoint ERHBERERARNMRESTAZE, BEMSTRKN
(Deep Web). B&M (Dark Web) PARE At/ Z 8 EIELFHFEIMER

Flashpoint JEHE Al KRB ARAFEMERS T EF:- BT ERABRESIHE
RESHERMN Ignite Al AFHREHIESTE Echosec Al IRATFEEENIY BIR
AFEENEMNREAN ., BIEATERERIBMBEREE D, Flashpoint RMEHE,
MmEFNEP AWBANTER, AIHREREBMNE . YMENMEELRMEEKXFERE,

® Ignite Al

Ignite Al BN ERFERZBERBRPREBRUHEESEANBERES I, &
KTRMARRNERY., EEERESETER. BEH. tREN. EREERSEHNE

RURRENBESEZXRIESZENLARNRENE,
® Echosec Al

Echosec Al FE L AL B FRAREMARIEF, IZE2 T RNREHEXEEMR. E
HREFEXNEARIEEN , XN TR PALFFFEAFTITRER S S BEE BN

BT, RUEBHERBERSHIRADIN,
® BINRAIL(ASD)
ASD RRT AMAE . REBEAXMI BRI EFTTE, HREENHEBENESELN

BRER.

9. Fortinet

Fortinet EME R 2~ mPEAZTINR[ZINREZIRATTSENHE, U5
ELENTMNATERRERNNHZZTRATHEMNEE A TEREIELN Tensor

Flow 5|1%, AEZ2MNEmASTH 40 STHERTT ZIBEE.
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2023 £ Fortinet #EHL T —FHOEMRINALEBEIF Fortinet Advisor, #
FortiSIEM F] FortiSOAR thE R LHE, #B) SecOps HIPAMEEEAREAIREK, ER, B2
EH RIS R, FHEERE TS . FortiAlOps &4 T LAN 1 WAN MZEEE, FHA
AT E MRS KILIRMLLIRIME, FortiAlOps BT —fE RS BN ARSI
Fortinet M #&## (FortiAP, FortiSwitch, FortiGate ] FortiExtender),

FortiAlOps SI{fE A EIANER A EEEHE T, ©E0 LS Fortinet NOC §1 SOC
TEELEME, AFE—ME4LEIR Fortinet Security Fabric 895,

Fortinet i) Al F*@4&, EB3E FortiGuard Al ££fR%. FortiEDR. FortiNDR ]
FortiAnalyzer, #£ Fortinet Security Fabric B sLiER) Al EEITFE BREIMEN, #EEIA K
SHRNE, HE T AREBAENEZMZ L0 @ AR Z B Hi# T oOHFRIR,

Fortinet Advisor R#tEIATEREAEE A Fortinet Al IBM7T — &R, £
SecOps FIPA\REB HIZS Al RARE, LUGREIMEN ., MmN, £MRE . BEE

RUREESRMEMRREENRSA,

10. Google Cloud

f£ 2023 &£ RSA K& L, Google Ef#E L Google Cloud Security Al Workbench,
XN EEHETIGNAESER Sec-PaLM 2% #F . Sec-PaLM 2R3 22 AHII %k
B9 PaLM 2 IETIIRA, A Al B N@RREETEHANTA, AERENER
KM B LE R AR SEFR_E XN AFNALRIG B, Sec-PaLM EF PaLM 2 EEUFIE, XY=
ERFHETTHIA, AT Google BANR2EREES, E4F VirusTotal, Mandiant

HIXSRE . BRRG . RAMERITARIMTAEZHN—LBR.
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BRY PaLM 2 X#EHE Z 4, Google iXEH T Gemini XIEE!, EHE N KIESIEE
KRB xRZE,

FAAIEEANMAEIESEE(LLM) W EIFH#HE, Google Cloud Security Al
Workbench EF@RMBZREPI=mAK: BREHR. EBRNITEMAZRO,

o UNMERAER. AHNREREHE

AIERERFPEBERRMSERESHETREHRAHRR. ASFABARESH
AERE, AIRETHIE. Al TTLLERER . EMVRER, HFESEBRMIERERKA
oJ B,

o, ATEEETRME2NENES, CEHAIMMREXERZE2SH. IHR
BATARENEEE, AMASHFITRAMBASHAFNEA . REMSFETER I —T
MENFERE, TTUREEEINNEE, EEHTFRERESHNENTEE, &, X
o] A% B ] BA B 4 sth R R BT B9 BE0R

o (EF Al IR

LA RERERBRES RN Al RERN, BTIEXAHFBIRRE, NAXKE
T, FE—FPREER,

o FAAIZRENNBEFLER. ERNRR

&80 Al, STLAEB AP EREAMBEPNLNE. ROBEUABNILEFEE
THREAPRENER, NERUEXEMIESHHERE., EAERNARMEHAER
RATENFARE

& Google I TRITFR, AlfRATEHIEWE 5-7 1,
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Google Cloud Security Al Workbench {#B T2/ A#EE, G1F Sec-PaLM PAK
Gemini N2 EH,

RN =R :

Gemini in Mandiant BAMEIR : F1EEE;

Gemini in B3 5150 S

Gemini in & H| ks

More Google Cloud Al capabilities
(currently in preview)

e Stop threats @ Manage toil Scale talent

Gemini in Mandiant Gemini in Identity & Gemini in Security
Threat Intelligence Access Management Command Center

8 Google Cloud 3 K& R Y 7 B

11. Microsoft

R E Security Copilot 2—1METF OpenAl B LLM XEEHNZE AR ESZIF
TH, SEZINEZEEVAREERMIRG . NN NEREM,. SRE T AEH
ZEHIFENEIR, ERAVNEEINBRESEESIAXBNMULERNZEES, RSN

BE, FHEERENHINEL EHERIRE,

47



- REABEEBAETHRRRSE .

Security Copilot BEtEA IR RENLLHIE, WEXNREMEITA MM AR, &8
BFABNRA R ZIBHERE, EEREBRERENRMIT, N2 RERHIEZS.
B BRALEBARIESEN, Security Copilot F8REE W AT LLETEEFIRIIN
BRRBFANBERESMEN, NMAKELTZ2RIEIRE,

BEESMENERSRE, MK Security Copilot EERSRZERMNEER, B
DERNER, BEMEARNEAZLTSE., RENL, EENEETREM Al IKE1H
TEHMZEANGKETER, MARRRNERENFSARNREBR,

£ Microsoft Defender F=m®, BL7ME “Copilot” &, AP OLIBER [T
“Copilot” #%$H, & Copilot XiEE, REETFIRES LT XXM,

B &l Microsoft Security Copilot EZTIAEEKSHERMNM XA, FEIREXR

X hE Rt S EEF

Incidents > Multi stage attack involving phishing and ex

o Multl stage attack mvolvmg phishing and execution ® securiy Copiot
lo on @ co ] o vt cevir ]
(C]
Alert stos ry Alerts (13) A d &R
®
@ Alerts < of layoutv I Groupby v
> Unpinall 3R Show all a
=) o
e
%
e e
B
o |
o (-]
4 E)

9 f4#k Security Copilot £ Microsoft 365 Defender {2t R
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@ [ 22 Microsoft Defender x |+
& C (@ nupssdefendermic

i (@ntoso | Microsoft 365 Defender Q

= Incidents > Multi stage attack involving phishing and execution

< 1O security Copilot G X

Multi stage attack involving phishing and execution @ securiy Copilot Manage incident 8 Actvitylog S
o wemvion @ TSI o SuctyCoplot T it s00

powershell.exe executed a script -
@ rr Py [ 5GP . Nonlnteractive -windowstyle hidden -enc
lertstory  Alerts (13) Assets (7) Evidence & Response (4 e
This PowerShell script is obfuscated to make it
o Alerts < of layoutv I Groupby v > Information & Back to incident details harder to understand. After decoding and
o formatting, the script performs the following
P [> 5/5Active alerts @ Unpinall 3R Showall i P File downloaded from an untrusted source i
E 5 wam righisk O In progress [N R ide soure
g 01,2 | @ cive
=) ® :;:“Ef‘:"‘y"'“;‘l’”‘u:u’l‘m — w o 1. Creates a script block using the Set-Item
e e e o cmdlet and concatenates strings to form
= e the script block content.
(-] Cassfaton nsignedto
) @ 401 2232024M | @ Active 5 ; = True positive - Phishing Unassigned ettt ion) (ps)
(ref1"s"enpL"+y"s"ction. Asse"))
Suspicious URL clicked E
% Set classification Assign to Loads the Microsoft.in32.Registry type
2 cont-jonathanpc & Jonathan Wolcott into the script.
(=] D $01ras = [type]
X Alert details ( +70SOFT. W"+"IN32. R"+"eG1ST"+" Ry
& @ 001 20323AM | @ Active - (HICR"s050f v GiST 4"y
® Zscaler - phishing URL click detected e Category T
nathan Wol nath . it Exiltrats
ElonzthapWolcott = Exfiltration Exiltration 2. Accesses the registry key
< HKEY_LOCAL MACHINE\SOFTWARE and
@ Au001 203 245AM | @ Actve p EERETE EEcion soue retrieves the value of the diagalersta entry.
& Unfamiliar sign-in properties Connection Microsoft 365 Defender MDE
& Jonathan Wolcott . $6T0: :("L"+"0ad") . Invoke( (Get-Ttem .
o) { File downloaded from an untrusted source % « Expandall O Copytoclipboard  Generated on rst activity VARL®"Ab"4" LE"+" DIRAS") . "VA' JuE"::°10
064603722 AM 044513003 AM AU AChine".“Opens* +*ubk+"ey . Tnvoke(
@ Au901 2023245 M | @ Active o = £°4"SoFTHAR")
7 File downloaded from an untrusted source O'M" R b (6635) userinit.exe v Last activity ("u"+"Getval"s"e") . Invoke( ("dia"s"lers"+
© cont-jonathanpc & Jonathan Wolcott A0 06:46:03.722 AM Y
024200AM v 5 [6696] explorerexe ..
3. Invokes the entry point of the retrieved
value with nul arguments
02:42:00 AM v 3 [8344] OUTLOOKEXE v 9

R ———
024300 AM OB (66l powershello crc. | TEMIIERY | - ~ soroan

Commandline | Q) Analyzescipt | © 4. Uploads the zip archive to the specified

02:45:00 AM web server URL using the POST method

powershell.exe -NonInteractive -
windoustyle hidden -enc

IHBIGEPSAIXFXTQUATHDF CaHS@ZX uYMX
€269cy IgTADK1GRVY2EgPSALUBFQLURPQY. e e e
SWZGY1DQOKZGIIMIASTCITQVALRESDXZAYL
PBKZ1INCIR6aXBQYXROTOBGIKNEXHRIbXBC

Invoke-Resthethod -Urd $wedserverurl

In summary, the script creates a script block,

Process id 484 loads the MicrosoftWin32 Registry type,
Execution Token elevation: imited, Integrity level: Medium € accesses a specific registry key, retrieves a

details value, and then invokes the entry point of the

10 Microsoft 365 Defender difik ABY Copilot {836 - EXMASFTIFEE.

12. Palo Alto Networks

Palo Alto Networks 7£ 2024 &£ 5 B 7 H—HOS A% 7 =4 Copilot, 735l 2 : Cortex
Copilot. PRISMA Copilot, Strata Copilot, &E/E&F=ZH Precision Al /N,

Strata Copilot 8] 5 Strata MELZ2FSEEER, ©1F SASE f1 NGFW #E,
#1853 Strata Cloud Manager #4751,

Prisma Cloud Copilot X% Prisma Cloud. Codeto Cloud™ &, HEIXE
REEHR. BE. BIMENARE.

Cortex Copilot i&1d Cortex XSIAM °E 5124, TJSLMESR. FHMH SOC,

Copilot T PA:

o RIEAFNKIREREERAIRERR,
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REHAUNUNAER. BPHENER.

BIEEXAF KRN R

S SREERENRS,

EREX IoCHFMER (Fgn, 1Ptk FQDN, URL, #. BHEF).
THEELAAEL CVE MU AN BESEE.

BEEE. BRNESERRATERNEERE,

N BET G ST

TAXFERES, EhoBaREAENREREDEFAES.

Palo Alto Networks I X+ S ERXR—EBHENRZZI (ML AT Z2F RS

BUSERe, MEMNATEBEAIGCHTFMEZ 2T ZEX LR = H0Y, BFEHITE Nikesh

Arora #£ 2023 F 5 AN ABAMIRBESWNLERR, HIE—FRAROEENARELSIE

SRE, RERDNATLEERAEFRNILERED, USRATEHCHES.

A= Copilot B/EMIXERARD Precision Al @& TR A SRHAT Al NEE:

MBEFES +ZER, NBFEIRAERE T Palo Alto Networks BIFZ = m T,
B EREHE . EXNAEMATMEEENRAN, EX2NAREFEBEME
Wy . NMEEREEE, TNHER.

REFS: TPHERTNEER, BEFEIAXELEHIERIN NN L 25
i

ERNATIER: FX2ITHEDR "SAME , GUBPARHSEXERM
154k, Copilot Z3Z7E Palo Alto Networks BB S ERIf%iEE2 £, Tk

FRIGRRR 0 BAYEI96E ( “MTTR” ),
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Palo Alto Networks B REZE 1,300 EPATEEERRE, HTFESXENTE2IKE
BANFENNSR ., SRXEBSEMEI XL 160 A XeI—XKEE0EHEESERE, HHELE

K4 86 12k E ({EBFKE: Palo Alto Networks EX ),

13. Proofprint & Tessian

Proofprint 7 2023 & 12 B M XS Tessian BIE , #HINIEXTR Tessian E—FR
FEAALE BN EARBERM4F] DLP 28, ¥ Proofpoint BN DLP X AFIERS
Tessian By Al XFHTHRNRABLES, AARRMSERBE, DIEHEENNEST
BERGRIANEIR, BRREBHEZEIFK,

MEZRIRAE BEC, B 90%HIMINMEL L AR 0% NBIEEREH (HP
65%HAIFEERSEHRABFHAHRXERSEN) HBEHE ARNKEMAAEIRE
1774z 08

S H MUK B M IR I PRSI T A LE MR RFSRAR, Tessian BIRRT
REEBHNMMESTIRIBERGFIEIENENEN T UALBMRIERFNEG
Wik, BEBFAAIEEXNAFED. TAMMESLASHTON, BHIEAEFHRMHEE
ZRIERNRXBIMEREPIEIEERX.

Proofpoint £ AR X 2B RERT KBLE SRR (LLM)ICNS| %, ol AR ERR

EBE A P BRAE Y ENAR T R I R TI=AL, R 500 BEF X R L.
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14. SentinelOne

SentinelOne E—Melis R X 2MRH RNMEZ 2 AT, TIETEAB LA
FBEIBRARREING . 2EOIBF. ERILT 2013 F, SEMTFEEMRAEREIEM
BILEI (Mountain View), SentinelOne BI#% 0\ @2 T8 SN 50 (EDR)
&, EEEHN. IRBIFRLEBRERUNSSIFEEM (APT),

SentinelOne K4S BETEATHEEANRSINTANRSIE, TTLESHERENY
EXHNERTRNERRREMRMEN. EAXERLEMENIRE, KREBNINN, €
ERBHRERANRS, XILTEHE, URBERAKEERNIRE ., XM BHHNL R
[zgENIZ SentinelOne £ L X5 FEMIERREMRARNXERE.

L5k, SentinelOne MR T FEN MR EINEE, INEZLREHNRE T REN
MO RENBR, EEHEBERNNNRZEEM. XEEEERYE. FBTH. WEE
EEHFHEIRAD,

MEEMER LRI B SIEIMEL, SentinelOne BIRR A REN T HEL RN
BREWNRE, NEPMENARREHRT —TEKX. RENESRNREHIFES,

SentinlOne 7£ 2023 F#H T Purple Al (6 Al) XFERMASWEHERRXAT
BEERHPREMES . SN FES,

HiRIUH YRR IMER 2B E B/0(SOC) 89 IR BR A I MK F

EAEFPHIENENLIER, SentinelOne AMEFETHIFESEFREHEHIEES
B, RARRSHANIIMEMNNASHIREN, HFENEEHMBIINKE, £TXE
MEHIINSL, SentinelOne FFIEMIZEE PurpleAl, BAr2ILEESREEEE 5 2 10 K,

FABREE RENRMERA TR A REHERNAS,
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BT M — ST TN L L 2 52 MHESS(OCSF)E) Gen Al RENHTIAIKSSEAI T,
UTERE A E o BN B E0 AL S KSR

EENMRB NS FIPEERERBAESTEHTERNENMES , BERNNETX
FEEEHTERANAE, MMETRESE. Bl HRIEEAESRRER
PowerQuery BliZHITESRNE R,

BT EERIFERNEISRENTEETERNSTAIREE, LUK MTTD/R HEH
X, BYEERFNILZNELCAPSENENEE, REIMEHTENE., &
WA LSRNV P AHEE RS aHRIEN LR,

Purple Al N RIEZIIEFPHIEEIZ.

EPNRENIBASSEMEPHE,

Purple Al IZRM BB RS R HIREEHE.

11 Sentinel One & Purple Al

15. SparkCognition

SparkCognition 2—xXRATLEeERAYEI AT, ELE T D R, MESX 1412

X%, SparkCognition AN FHAALE XN MENIERYE, PSR IT. OT AYEX
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ML E MM oSN, ZADNRAEBF ALNERSILIEAARAMNRES, NTHE
B HERR B X B2 2R AR AN TR BOSR SK T TN e 6 SR

SparkCognition BIAF1Z 4 DeepArmor BT &3 SIS ZIMATEEERS
E RN S R BN TR, A 0R A BRARSRIN [ ZIRANEETER .
TIE NN EREN, BEEPOTEREIE. BBRRRENHEZALMITW

£rA.

16. Trellix

YERTIEZ ) McAfee Il FireEye, #E# Thoma Bravo fABHZ/E, LA Trellix &9
MARE TR, #EE Al IREEHY Trellix XDR Z2IiZEFE, XAERR Al EAESR
EEBHKE, STRIM 100%EFERPE. 5 FERESMMTMARITIERE., FHL 50%MTTD

0 MTTR BYja],

17. Vectra Al

Vectra Al {2t A\ TEsERAVES TN . AEMMAF S, Vectra Al FER
XDR #MZRHNEMES, REBSH. AT, SaasS IHET LONENREEREEE
=; Al IKFINREESBR, TRMEEREIRE; URER. BHEHMEERNRS.
R Z A LRIKEE Vectra Al FAF] MDR RELUR A TE HE ERMAEHITTE.

Vectra Al FETTARIRMARKEMENERGES, TIERRERBNMC- Vectra

Al. XDR. SIEM, SOAR. EDR,
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WHE BN EX T Attack Signal Intelligence™, Vectra Al BIA T BRI E

—H#RBE, INEMNELRESMHETRIMEN . DENLERIEF.

18. ZScaler

Zscaler LM MIATHeR R ERERIER LRANZL=D, FHASXLEES
3900 2% 5. FELEEEIE 900 AEMF 300 AIZ/MESHIEUER. MAKXME. SKF
BEHENRENER, ALSIMHE. BRANATISENEL2,

Zscaler EEEERBRFAEMMNE REHPEEATEEINGE, LURRHBELKRE
HSTNNROATE RN ENERLE.

o WHHEAM:

ERNATEREREE T URRBEAXN—ERENES, KEERFEHSX

e %

%

FAEXHEMRESI RN,
FF ZscalerRisk 360 P AT E&ERN I LA, BTN ANERXETTLRAN (H
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B Al IKE189NEX Zscaler Sandbox BT 3Z RGN BB, B BY 4R 2 T8 TIEREE,
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REEARICIZER . CoE FUSTHAFIRM, MABFARERNARENTHARIME R,
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